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Foreword
This Guide has been developed by the Office of Information Security and Privacy Protection (OISPP) through the efforts of a state, county and city workgroup initiative to establish standardized terms and conditions for data exchange or use and system interconnectivity agreements among government entities, and with the purpose of meeting the following objectives: 

· simplifying the agreement development process for state and local governments;

· providing a minimum level of consistency in agreements that serve to achieve the same purpose; and

· ensuring the minimum state requirements and best practice standards are considered and incorporated into all agreements.

OISPP wishes to thank their colleagues who reviewed working drafts of this document and contributed to its development.

The following Data Exchange Workgroup co-chairs are to be recognized for their efforts:

Colleen Pedroza, OISPP

Eric Rosander, City of Sacramento

Jim Reiner, Sacramento County

Kevin Dickey, Contra Costa County

OISPP wishes to acknowledge the following organizations whose work assisted with the content and collaborative development of this document:

· The Office of Information Security and Privacy Protection (OISSP)

· California Counties Information Services Directors Association (CCISDA)

· Municipal Information Systems Association of California (MISAC)

· Many state agency information security officers, security professionals, and legal representatives

· National Institute of Standards and Technology (NIST)

Introduction

The primary purpose, focus, and intent of the Guidelines for Establishing Data and System Interconnection Agreements Between Government Entities document is to establish a consistent and reusable framework upon which entities at all levels of California governance, including state, county and city, may facilitate their data use,  exchange, system interconnection, and level of services. 

The National Institute of Standards and Technology’s (NIST) Security Guide for Interconnecting Information Technology Systems Special Publication (SP) 800-47 has been used as the framework in developing this Guide.  SP 800-47 presents a “lifecycle management” approach for interconnecting IT systems, with an emphasis on security.  The four phases of the interconnection lifecycle addressed in SP 800-47 are planning, establishing, maintaining, and terminating a system interconnection.  Users of this Guide should refer to SP 800-47 for more detailed information and guidance. 
The Guide provides a consistent and reusable framework for data use and exchange, system interconnection, and level of service agreements.  This framework provides guidance based on established federal standards and is adaptive, ensuring that participating agencies can add or remove framework elements to address specific business needs without comprising the framework itself.

The value of such a framework is apparent when government agencies assess their existing interconnections and data requirements.  Interconnections with other government agencies, jurisdictions or business partners are often essential requirements in service delivery or receipt.  These agreements provide added assurances that the interconnection and data use/exchange is managed.  It is only through effective management of the agreements that institutional knowledge is preserved, security is assured and the data use/exchange and/or interconnection is established and maintained as agreed upon.  These elements are critical for all parties in an agreement.  Understanding the agreements as well as understanding the measures taken by the other party in an agreement instills confidence in its operation.  It also provides a common foundation from which to work when corrective actions are required. 
This rationale is the foundation for the purpose, focus and intent of this Guide.  Through this Guide’s effective implementation and use, government entities can gain confidence in their data management and interconnections and assure their appropriate management.  This Guide focuses on forming certain agreements between government entities in the planning phase which will govern the management, operation, use of the information, the interconnection and/or provision of services.  This Guide provides model templates for the Memorandum of Agreement (MOA) also known as a primary agreement between public entities, the Interconnection Security Agreement (ISA), Service Level Agreement (SLA), and general guidance for their use in identifying and incorporating key security and technical components that should be included in agreements for data use and exchange, system interconnection and/or level of services.
NIST has published several guides that complement SP 800-47.  Agencies are highly encouraged to review these as each focuses on the security considerations for the acquisition, development, implementation and maintenance of information technology (IT) systems and services.  These include the following: 

· SP 800-35:  Guide to Information Technology Security Services

· SP 800-36:  Guide to Selecting Information Technology Security Products

· SP 800-53:  Revision 2 – Recommended Security Controls for Federal Information Systems

· SP 800-55:  Security Metrics Guide for Information Technology Systems

· SP 800-60:  Guide for Mapping Types of Information and Information Systems to Security Categories

· SP 800-64:  Security Considerations in the Information System Development Lifecycle

· FIPS 199:  Standards for Security of Categorization of Federal Information and Information Systems
Association Between the MOA, ISA and SLA

An MOA is used to document the business and legal requirements necessary to support the business relationship between two or more agencies.  The MOA should not include technical details regarding how the interconnection is established, as that is the function of the Interconnection Security Agreement (ISA).  

An ISA is used to support an MOA and defines the responsibilities of the participating agencies and establishes the requirements for data exchange between two or more agencies.  An ISA is a distinct security-related document that outlines the technical solution and security requirements for the interconnection.  An ISA does not replace an MOA.  

A Service Level Agreement (SLA) differs from the MOA and the ISA.  Typically, a SLA will contain numerous service performance metrics with corresponding service level objectives and is used, for the purposes of this Guide, as documenting and agreeing upon the services one government agency may delegate to another government agency.  

Depending upon the situation, all three agreements may be necessary.  When any one of these agreements is updated, all should be reviewed and updated as necessary during the same review period.  
State Agency Responsibilities
State agencies are expected to comply with all legal and state policy requirements, including those that govern the security of sharing and exchanging information, and the protection of information and information systems.  

In accordance with State Administrative Manual (SAM) Section 4819.2, lower case (agency) refers to any office, department, board, bureau, commission or other organizational entity within state government.  When capitalized (Agency), the term refers to one of the state's super agencies such as the State and Consumer Services Agency or the Health and Human Services Agency.  However, in a broader definition, agency may also refer to local government entities, such as counties and cities, which establish interconnections for the purpose of data exchange with the State of California government.  
The following are specific state mandated policies related to data use, exchange, sharing, system interconnections and delegating services to other government agencies to which state agencies must adhere
: 
· The proper use and protection of its information assets, including but not limited to, providing for the integrity and security of automated and paper information, produced or used in the course of agency operations.  (See SAM Sections 5310 through 5350.)
· Establish and maintain a standard of due care to prevent misuse or loss of information assets.  (See SAM Section 5310) 

· Provide for the integrity and security of its information assets by establishing appropriate internal policies and procedures for preserving the integrity and security of each automated system, electronic file, database or paper file, including, but not limited to: 
· Agreements with government and non-state entities must cover, at a minimum, the following:
· Appropriate levels of confidentiality for the data based on data classification (see SAM Section 5320.5).
· Standards for secure transmission and storage of the data, if applicable.
· Compliance with all state policy and law regarding use of information resources and data.
· Signed confidentiality and non-disclosure statements.
· Applying security patches and upgrades and maintaining anti-virus updates.
· Notifying the state data owners promptly if a security incident involving the data occurs.
· Requirements for data sharing, exchanging, or use and system interconnectivity with other entities when access to state data or system(s) is provided.  (See SAM Section 5310, Item 4) 
· As the designated owner of the data and system(s), the responsible agency must establish, implement and maintain memorandums of agreement, interconnection security agreements and/or service level agreements for the sharing, exchange or use of data and/or the interconnectivity of systems with other state and non-state entities.  (See SAM Section 5335.3)


· The requirement for these agreements is also applicable to data that is shared with researchers, as outlined in Management Memo 08-09 – Requests For and Approval to Release Personal Information For Research, dated August 15, 2008.  (See SAM Section 5320.5 Item 2d.)

Furthermore, in accordance with SAM Section 5315.1, the state agency director has ultimate responsibility for information technology security, risk management, and privacy within the agency.  Agency directors are to take reasonable measures for implementation of, and compliance with, the state security policy and are accountable for the computerized information resources held by their agencies.  Agency directors are ultimately responsible for the integrity of computerized information resources and the authorization of access to those resources.  All agency employees share in this responsibility as well.

Per SAM Section 5320, each agency must provide for the integrity and security of its information assets by identifying all records (paper or electronic), including automated files and databases for which the agency has ownership responsibility and ensuring that responsibility for each record, file or data base is defined with respect to the following: 
· Owners of the information within the agency;

· Custodians of the information;

· Users of the information; and

· Classification of the information to ensure that each record, automated file or database is identified as to its information class in accordance with law and administrative policy.  
State agency heads must also establish and maintain internal accounting and administrative controls to ensure the safeguarding of assets and the reliability of accounting data, as required in the Financial Integrity and State Manager’s Accountability Act of 1983, Government Code 13400-13407.  See SAM section 20000 with specific attention to SAM section 20050. 

Lastly, all confidential data made available to agencies must be protected from unauthorized use and disclosure through the observance of the same or more effective means as that is required by the SAM Chapter 5300 – 5399, Civil Code 1798 et seq., and other applicable federal and/or state laws governing individual privacy rights and data security (See Appendix E).

Requirements

When sharing or exchanging data that does not require an interconnection between two or more systems, state agencies must have an MOA (or equivalent contractual agreement) in place that defines the use and custodial responsibilities of the information provided.

When interconnecting systems with other agencies for the purpose of sharing or exchanging data, state agencies must have in place both a MOA (or equivalent contractual agreement) and an ISA, or at minimum, a combined agreement that addresses both the business and technical requirements regarding the use and custodial responsibilities of the system(s) and data.  

When opting to use a government agency where a service is provided, state agencies should consciously consider implementing, at minimum, a SLA that clearly defines the responsibilities, services, priorities and performance metrics of the services to be provided.  An MOA and ISA may also be applicable.

Important:  It is critical that, at minimum, the affected program area management, the Chief Information Officer, the Information Security Officer and the legal office from the affected agencies are involved in the development of the MOA, ISA and SLA and formally sign off on them.  This should be done before the data is shared or interconnection(s) is declared operational or delegated services are provided.  If the agreement involves services or cost share, agencies should involve their contracts office as well.

The following guidance will assist agencies in developing their MOAs, ISAs and SLAs to help ensure the technical and business requirements and level of services are identified and properly documented in the agreements.

Framework for Data Exchange and Use

Introduction

A primary agreement between government entities, commonly referred to as a MOA, defines the responsibilities and business requirements of the affected agencies in establishing, operating, and securing the interconnection and associated systems, databases and information that is to be shared, exchanged, or used.  In some cases, the use of a MOA may not be appropriate as it may not have the sufficient formality necessary to be interpreted as a true binding legal contract with adequate protective clauses.  In these situations, a more formal contractual agreement may be appropriate.  Consult with your agency’s legal office for advice.

Purpose

State agencies that own and operate the connected systems must establish a MOA (or an equivalent contractual document) that defines the responsibilities of affected parties in establishing, operating, and securing the interconnection, systems and data.  This management document should not contain technical details of the interconnection.  Instead, those details should be addressed separately in the ISA (see section on Interconnection Security Agreements) and potentially a SLA if performance metrics must be met.
General Components

The items described below should be included and addressed in a MOA in addition to any other contract terms required for the contracting parties:
· Document Change History.  If the participants determine that the data sharing project or activity has changed and the project purpose needs change, it should be captured in the Document Change History that precedes Section 1 of the agreement and submitted for new approvals.
· Supersession.  Identify if the MOA does or does not supersede any previous MOAs.  Include document titles and dates.  If there are no previous agreements, state that the MOA does not supersede any other MOAs.  
· Introduction.  Use this section to describe the purpose of the MOA that includes the agencies and IT systems that are involved in the interconnection.    
· Authorities.  Identify any relevant legislative, regulatory or policy authorities on which the MOA is based.  There are legal restrictions on the ability to share certain types of information, such as personally identifiable information, protected under the Information Practices Act (Civil Code § 1798 et seq.)  Agencies should consult legal counsel before agreeing to share information to determine if there is legal authority to share, and if so, whether there are legal conditions, restrictions or mandates applicable to how the information is shared and how it can be used.  (See Civil Code Section 1798.24)
· Background.  Use this section to describe the IT systems that will be connected; the data that will be shared, exchanged, or passed across or between the interconnection (either through one-way or two-way connectivity) and the business purpose for the interconnection.  The goal is to identify the systems and their boundaries and not the detailed system specifications.
The description of the systems should be brief and non-technical.  The system(s) description should include the formal name of each system(s); a brief description of the system(s) functionality; the physical locations of the system(s); the data’s sensitivity or classification level; and the type(s) of data stored, processed and/or transmitted.  
· Definitions.  Identify and agree upon any stated terms and document their definitions in the MOA.  
· Communications.  Discuss the communications that will be exchanged between the parties throughout the term of the MOA.  Identify specific events for which the parties must exchange formal notification and discuss the nature of such communications.  
· Rules of Behavior.  Summarize the aspects of behavior expected from users who will have access to the data and/or system.  Refer to Appendix D for recommended security and privacy practices and controls.  Further detail is elaborated in SP 800-53 (see Planning (PL)-4 Section).

· Interconnecting Security Agreement.  State that the parties will jointly develop and sign an ISA before the systems can be connected.  In addition, describe the purpose of the ISA.  
· Security.  State that both parties agree to abide by the security arrangements specified in the ISA.  In addition, state that both parties certify that their respective system is designed, managed and operated in compliance with all relevant federal and state laws, regulations and policies (see Appendix E).  Specific arrangements should be included in the ISA for systems that are in the development phase and testing that is being performed to validate the interconnections.
· Cost Considerations.  This section provides the MOA financial details that specify the cost for each party participating in the interconnection and the underlying financial commitments.  Often, each agency is responsible for the equipment necessary to interconnect its system, whereas the agencies might jointly fund the interconnecting mechanism or media.  Payment and cost share arrangements are subject to all applicable codes and requirements for each contracting agency; each agency must have appropriate contracting and budgetary authority and other forms and approvals may be required to create and effectuate the agreement.  
· Timeline or Term of the Agreement.  Identify the term of the MOA and procedures for reauthorizing it.  In addition, stipulate that the MOA may be terminated with advanced written notice from one of the parties to the other.  The MOA and the ISA should have the same expiration date (coterminous).  
· Recovery.  Identify any requirements for the recovery of either system in the event of a major service disruption or catastrophic event.  Include the timeframe for recovery, which should align with the maximum allowable outage for the system or service.
· Transfer of Rights.  Identify what rights or delegation of any rights or obligations are transferable to any other person or entities.  In addition, any limits on re-disclosure, further sharing or reuse of information should be included.  
· Dispute Resolution, Jurisdiction, and Warranties.  Identify any performance, dispute resolution, and jurisdiction requirements.  In addition, identify any warranties associated with the data exchange or use.

· Other Items for Consideration such as Right to Audit.  Data ownership or granting of data licensing should be clearly defined in the agreement.  Data licensing is when an agency is licensed to use data that is owned by another agency.  Also, consider and incorporate as needed any other audit requirements that apply to the agency.  Finally, consider who would accept responsibility for the notification of individuals in the event of an information breach and who will pay for the costs of the breach (e.g., notifications, postal, credit monitoring, etc.)

· Entire Agreement.  Identify how modifications will be made and what will invalidate provisions of the MOA.

· Signatory Authority.  The MOA must include a signature line, containing two signature blocks for each agency director’s signature.  Place two signature blocks on the same line: one signature on the left and one on the right.  Include an area for the date signed
.  Optionally, this section may include any statements that the affected agencies’ directors desire to finalize the MOA.  The legal office of the agencies should be given an opportunity to review and final the MOA before the director’s sign off.  Each agency should consult their internal signature requirements and approvals that may apply.
MOA Model Template Directions 

A sample MOA is included as Appendix A.  Use only the sections of the sample MOA that are relevant and applicable to the MOA being addressed.  Delete any non-relevant sections and add any additional sections that are otherwise mandated and/or may need to be addressed.  Any items in diamond brackets (<>) and italicized requires additional information to be added or clarified.
Before proceeding with use of the template, be sure to review the State Agencies Responsibilities section in this Guide to more fully understand specific state policies related to data use, exchange, sharing, system interconnections and delegating services to other government agencies.
Framework for System Interconnections

Introduction

A system interconnection is defined as the direct connection of two or more information technology (IT) systems for the purpose of sharing data and other information resources.  The agencies that own and operate the systems should develop an ISA (or an equivalent document) to document the technical requirements of the interconnection.  The ISA also supports a MOA between the agencies.  An SLA (or equivalent contract document) defines the level of service and performance metrics to be met and supports both the ISA and MOA. 
The National Institute of Standards and Technology’s (NIST) Security Guide for Interconnecting Information Technology Systems
 (SP 800-47) provides excellent guidance for planning, establishing, maintaining, and terminating interconnections between IT systems that are owned and operated by different agencies and was used as the framework for this Guide.  

SP 800-47 presents a “lifecycle management” approach for interconnecting IT systems, with an emphasis on security.  The following four phases of the interconnection lifecycle are addressed:

· Phase One - Planning the interconnection: the participating agencies perform preliminary activities; examine all relevant technical, security, and administrative issues; and form an agreement governing the management, operation and use of the interconnection.  
· Phase Two - Establishing the interconnection: the participating agencies develop and execute a plan for establishing the interconnection, including implementing and configuring appropriate security controls.  
· Phase Three - Maintaining the interconnection: the participating agencies actively maintain the interconnection after it is established to ensure that it operates properly and securely.  
· Phase Four - Terminating the interconnection: one of the agencies included in the MOA may choose to terminate the interconnection.  The termination should be conducted in a planned manner to avoid disrupting the other party’s system.  The MOA should also document appropriate steps to be taken during an emergency.   

While SP 800-47 encompasses all four phases of the interconnection lifecycle, this document is limited to guidance related to phase one activity and specifically the activities in support of forming the written agreement that will govern the management, operation and use of the interconnection between the agencies involved.

Readers of this Guide are highly encouraged to review SP 800-47 in its entirety to gain a better understanding of the complete interconnection lifecycle.  SP 800-47 is located at http://csrc.nist.gov/publications/nistpubs/800-47/sp800-47.pdf.  

Purpose
The intent of the ISA is to document and formalize the interconnection arrangements between multiple agencies, and to specify any details that may be required to provide overall safeguards for the systems being interconnected and the information that will be exchanged.  General guidance regarding the ISA content is provided below; however, an ISA should be tailored by mutual consent of the participating agencies based on the security-related business requirements.  
General Components 
An ISA should contain a cover sheet followed by change history documentation, if applicable, and four numbered sections.  The information presented within those four sections should address the need for the interconnection and the security controls required and implemented to protect the confidentiality, integrity, and availability of the systems and data.  The extent of the information should be sufficient for the participating agency directors, or their designees, to make a prudent decision about approving the interconnection.  The sections include: 

· Document Change History

· Section 1: Interconnection Statement of Requirements; 
· Section 2: Systems Security Considerations; 
· Section 3: Topological Drawing; and 
· Section 4: Signatory Authority.
It is difficult to define the required security and privacy considerations that may need to be documented without having detailed knowledge of each system being connected.  The items in Section 2 should be included by mutual consent.  Therefore, a technical representative from each agency who understands that agency’s system and corresponding security requirements should choose which security and privacy issues are relevant.  One system may have several security requirements that must be documented, which may not apply to the other system.  The technical representative for each agency should have the authority to represent his or her agency director for defining requirements for the ISA.  Appendix D provides a detailed listing of the technical, operational and management controls that should be considered for inclusion in the ISA.

Document Change History

If the participants determine that the data sharing project or activity has changed and the project purpose needs change, it should be captured in the Document Change History that precedes Section 1 of the agreement and submitted for new approvals.

Section 1: Interconnection Statement of Requirements 

Use this section to document the formal requirement for connecting the two systems.  Explain the rationale for the interconnection so the affected agencies’ directors have a clear understanding of the purpose for the connection.  Enter an Executive Summary justifying the interconnection.  Within the summary, include the following information: 

· Identity of the agencies participating in the ISA, including the agency name that initiated the requirement.  If the requirement is generated by a higher level agency, indicate the name of the agency and the individual, if appropriate, that requested the interconnection;

· Names of the systems/databases/applications being interconnected;  

· The business and technical staff and contact information for each system/database/application being interconnected.  Whenever possible, consider using contact information that is generic and less apt to change, such as helpdesk contact information or general program number.  Identify contacts during regular business hours and non-business hours;

· A high level description of the systems; 

· The data owner and/or licensees (via relationships).  See Other Items for Consideration in the MOA section;  

· Identify all contractors involved and their role.  If appropriate include application hosting and/or maintenance contracts.  Identify any contractual constraints or limitations such as if the system owner agency has access to the contractor’s application hosting environment for 5 days a week, 16 hours a day; 

· The requirement for the interconnection, including the benefits derived;  

· Description of the actual interconnection, such as nightly between 10:00 p.m. and midnight or two-way, interactive, 24 hours a day;

· A statement that the parties will jointly develop and sign the MOA before the systems can be connected;  
· A statement about the purpose of the MOA;  
· A statement that the parties will jointly agree to a mutual and planned termination of the interconnection.  Emergencies may require a unilateral termination such as in the event of a service disruption or major catastrophic event; and
· The expiration date of the terms of the agreement and the frequency of any periodic review.  
Section 2: System Security Considerations 

Use this section to document the security features that are in place to protect the confidentiality, integrity and availability of the information and include the systems being interconnected.  The technical representative from each agency should come to a mutual agreement as to which items will be included.  Both agencies should answer each item, even if only one party is affected by the item in question.  Note that some items are mandatory, whereas others are optional.  

The suggested items for inclusion in the ISA are as follows: 

· General Information/Data Description.  Describe the information that will be made available, exchanged, or passed between systems.  Outline joint security needs for the interconnection.  Describe the specific data elements to be shared.  Describe how it is being shared, such as database, application, data, etc.  Describe any constraints on the data, such as any applicable federal rules. 

· Definitions.  Identify and agree upon any stated terms and document their definitions in the ISA.
· Services Offered.  Describe the nature of the information services (e.g., e-mail, secure file transfer protocol [SFTP], database query, file query, general computational services) offered over the interconnection by each agency.  

· Operational Parameters.  Describe the operational parameters for the system interconnection, such as dates and timeframe for interconnection.
· Data Classification.  Enter the sensitivity level of the information that will be handled through the interconnection, including the highest level of sensitivity involved (e.g., personally identifiable information, such as medical, Social Security numbers, driver license numbers, state issuing the driver license, financial, critical infrastructure, proprietary, etc) and the most restrictive protection measures required.  

There are legal restrictions on the ability to share certain types of information, such as personally identifiable information, protected under the Information Practices Act (Civil Code § 1798 et seq.)  Agencies should consult legal counsel before agreeing to share information to determine if there is legal authority to share, and if so, whether there are legal conditions, restrictions or mandates applicable to how the information is shared and how it can be used.  (See Civil Code Section 1798.24.)  It may be more appropriate to include appropriate protections for this type of information in the MOA rather than the ISA.
· User Community.  Describe the “user community” that will be served by the interconnection, including their approved access levels and the lowest approval level of any individual who will have access to the interconnection and its associated information.  The “user community” may also include service providers or service consumers.  If appropriate, discuss requirements for background investigations and security clearances.  
· Information Exchange Security.  Describe all system security technical services pertinent to the secure exchange of data between the connected systems.  See Appendix D which provides a detailed listing of the technical, operational, and managerial controls that should be considered and included in the agreement.

· Change Management Process.  Describe the process for technical changes or system/communication modifications.  Include the titles that will be responsible for reviewing, and identify the process for “approving and authorizing the modifications.” 

· Disaster Recovery Process.  Describe the system recovery time objectives and process for response activities in the event of a major service disruption or catastrophic event. Identify specific agency and individual responsibilities for disaster response and recovery activities.  
· Rules of Behavior.  Summarize the aspects of behavior expected from users who will have access to the interconnection.  Each system is expected to protect information belonging to the other through the implementation of security controls that protect against intrusion, tampering, unauthorized access and viruses, among others.  Do not enter statements of law or policy.  Such statements typically are addressed in the MOA.  
· Formal Security and Privacy Policy.  Enter the titles of the formal security policy(ies) that govern each system (e.g., “Information Systems Policy and Procedures, Number xxxx” for <Agency A>).  Include any Acceptable Use policies or acknowledgement forms that employees and contractors must follow or sign.  Validate that the recourse for policy violations are consistent, if they are not, specify which policy will be followed for violations.
· Incident Reporting.  Describe the agreements made regarding the reporting of and response to information security incidents for both agencies, especially those that involve information disclosure incidents.  For state government agencies, recognize that the state has an established and mandated incident reporting procedure in place, as identified in the SAM Section 5350, which is located on the web at http://sam.dgs.ca.gov/toc/5300/5350.htm.

· Audit Trail Responsibilities.  Describe how the audit trail responsibility will be shared and what events will be logged.  Specify the length of time that audit logs will be retained, and the type of audit trails that will be performed, such as privileged mode.  Audit trails provide an important record showing who has accessed a computer system and what operations he or she performed during a given period of time.  Identify and incorporate as needed any other audit requirements that apply to the agency.

· Contacts.  Participating agencies should designate specific representatives responsible for the technical and business responsibilities associated with the agreement.

· Other Items to consider for inclusion in the ISA.  If the technical representatives determine that any item below is “not applicable,” a statement to that effect may be made in the ISA in lieu of eliminating the item from the ISA.  For example, if there is no dialup connectivity, the appropriate entry would be “Dialup capability will not be used by either interconnected system.”  More importantly, the agencies may choose to address other relevant items in the ISA, in addition to the suggested items.  
· Termination Date for the Project or the Data Sharing Capabilities.  Identify the duration in which the agreement is effective and the termination date for the data sharing capabilities;  

· Security Parameters.  Specify the security parameters exchanged between systems to authenticate that the requesting system is the legitimate system and that the class(es) of service requested is approved by the ISA.  For example, at the system level, if a new service such as e-mail is requested without prior coordination, it should be detected, refused and documented as a possible intrusion until the interconnected service is authorized;  

Also, additional security and privacy parameters may be required (e.g., personal accountability) to allow the respondent system to determine whether a requestor is authorized to receive the information and/or services requested and whether all details of the transaction fall within the scope of user services authorized in the ISA;  
· Training and Awareness.  Enter the details of any new or additional security training and awareness requirements and the assignment of responsibility for conducting training and awareness throughout the life of the interconnection.  Specific state policy exists requiring all employees and contractors to receive information security and privacy training on an annual basis.  See SAM Section 5300.3;

· Specific Equipment Restrictions.  Describe any revised or new restriction(s) to be placed on system terminals, including their usage, location and physical accessibility;  

· Dialup and Broadband Connectivity.  Describe any special considerations for dialup and broadband connections to any system in the proposed interconnection, including security risks and safeguards used to mitigate those risks.  See NIST SP 800-46, Security Guide for Telecommuting and Broadband Communications, for more information; and  

· Security Documentation.  Enter the title and general details of each agency’s system security plan, including the assignment of responsibilities for developing and accepting the plan.  Include any other relevant documentation.  

Section 3: Topological Drawing 

The ISA should include a topological drawing illustrating the interconnectivity from one system to the other system (end-point to end-point).  The drawing should include the following: 

· All communications paths, circuits, and other components used for the interconnection from <Agency A’s> system to <Agency B’s> system.  The topology should also include any applicable data centers or hosting services;
· The drawing should depict the logical and geographical locations of all components (e.g., firewalls, routers, switches, hubs, servers, encryption devices and computer workstations); and  
· If required, mark the top and bottom of each page with an appropriate handling requirement, such as “CONFIDENTIAL,” “FOR OFFICIAL USE ONLY” or “FOR INTERNAL USE ONLY.” 

Section 4: Signatory Authority 

The ISA must include a signature line, containing two signature blocks for each agency director’s signature.  Place two signature blocks on the same line: one signature on the left and one on the right.  Include an area for the date signed.  Optionally, this section may include any statements that the affected agencies’ directors desire to finalize the ISA.  The legal office of the agencies should be given an opportunity to review and final the ISA before the director’s sign off.  Each agency should consult their internal signature requirements and approvals that may apply.

ISA Model Template Directions

A sample ISA is included as Appendix B and should be modified to meet the needs of the agencies affected.  Use only the sections of the sample ISA that are relevant and applicable to the ISA being addressed.  Delete any non-relevant sections and add any additional sections that may need to be addressed.  Any items in diamond brackets (<>) and/or italics require additional information to be added or clarified.
Before proceeding with the template, be sure to review the State Agencies Responsibilities section in this Guide to more fully understand specific state policies related to data use, exchange or sharing, system interconnections and delegating services to other government agencies.
Framework for Government-Based Service Providers

Introduction

For purposes of this Guide, delegating services to another government agency (hereinafter referred to as “service provider”) is defined as the process of transferring the operation of a business function, such as shared services, to a service provider.  As government migrates to shared services, it means running these service activities like a business and delivering services to internal customers at a cost, quality and timeliness that is competitive.  Delegated services are different from outsourcing services which is where an external vendor is paid to provide a service that was previously internal to the buying agency.  

All references to a SLA in this document are specific to government agencies who share services between or among themselves.  It is not applicable to services that are outsourced
 to vendors or contractors.  

Like risks associated with vendor outsourcing, delegating services to a government-based service provider can present its own set of security risks and problems.  Ultimately, the agency is still accountable for the overall security of the delegated function or service.  While some services might be delegated, an agency’s information and system security responsibility cannot.  Therefore, agencies must identify the risks associated with delegating a specific function or service before doing so and ensure that appropriate language in the SLA clearly identifies the responsibilities and functions.  Factors an agency should consider include the purpose and scope of delegating, the types, levels and duration of access needed and its willingness and ability to comply with the legal and policy requirements for security (confidentiality, integrity and availability). 
An example of the importance to implementing a government-based SLA includes a situation where one agency may be responsible for an application, the data center may have responsibility for the network connectivity and multiple agencies including local government may be accessing the critical service.  Establishing agency responsibilities and the expected levels of service will be critical to the effective operation.
Other examples where agencies might look to delegating business functions or services to other government-based service providers include:

· Application development, implementation and maintenance;

· Web site development, hosting and maintenance;

· Email provisioning and maintenance; 

· Database management services;

· Business continuity and disaster recovery services; and

· A variety of security related services (e.g., risk assessments, managed security services, etc.)

Purpose

An effective SLA between government agencies should record the common understanding about services, priorities, responsibilities, guarantee and collectively, the level of service expected.  It should provide a clear, concise and measurable description of the services to be provided and specify the levels of availability, serviceability, performance, operation or other attributes of the service like billing and even penalties in the case of violation of the SLA or performance incentives for exceeding specified deadlines.  At minimum, it should: 
· Identify and define the customer’s needs; 
· Provide a framework for understanding;

· Simplify complex issues; 
· Reduce areas of conflict; 
· Encourage dialog in the event of disputes; and 
· Eliminate unrealistic expectations. 

An SLA differs from the MOA which outlines the business requirements for the data exchange or use and it differs from the ISA which defines how the connectivity between two or more systems will be implemented.  The SLAs can contain numerous service performance metrics with corresponding service level objectives.  Metrics commonly agreed to in these cases include:
· Services to be delivered;

· Performance, tracking and reporting; 
· Problem management; 
· Legal compliance and resolution of disputes; 
· Customer duties and responsibilities; 
· Security and privacy requirements; and

· Termination 

The six phases of the IT security lifecycle discussed in SP 800-35 were used as a framework for the delegated services part of this Guide.  SP 800-35 security lifecycle descriptions have been adapted in the table below, where necessary, to form a more generic reference and then further organized into the three overall delegation phases shown in the column on the right-hand side of the table, identified as the Preparatory, Operational and Final phases..   

	Adapted NIST SP 800-35 Reference
	Delegation Phase

	Phase One – Initiation:  The agency determines if it should investigate delegating a function or service. 


	Preparatory: 

· assess business need

· assess risks

· specify requirements

· specify performance metrics

· assess options

· assess industry standards

	Phase Two – Assessment:  The agency determines the security posture of the current environment and identifies the business requirements and viable solutions, including security requirements.  


	

	Phase Three – Solution:  The decision makers evaluate the potential solutions and competency of the agency and develop the business case and specify the attributes of an acceptable service arrangement solution from the set of available options.


	

	Phase Four – Implementation:  Subject to applicable civil service mandates, IT requirements issued by the Office of the State Chief Information Officer and required contracting/ procurement codes and requirements, the agency engages the service provider, executes an appropriate SLA (or equivalent contractual agreement) and implements the solution. 


	Operational: 

· establish SLA (or equivalent contractual agreement)
· monitor/assess performance



	Phase Five – Operations:  The agency ensures operational success by consistently monitoring service provider and security performance against identified requirements, periodically evaluating changes in risk and threats to the agency and ensuring security requirements are adjusted as necessary to maintain an acceptable security posture and service levels. 


	

	Phase Six – Closeout:  The agency ensures a smooth transition as the service period ends, is transferred to another provider or is discontinued altogether. 


	Final:

· terminate or extend 

· revoke or extend access rights and user accounts as provided in the SLA

· coordinate the return of assets 


General Components

This section of the Guide is intended to provide a list of security considerations related to the use of delegated services from another government agency as a service provider, and focuses on the three overall delegation phases: Preparatory, Operational and Final.  It does not focus on any specific type of function or service.  
Preparatory Phase

Investigate.  In the preparatory phase, the agency first determines if it should investigate implementing or delegating a particular function or service to a government-based service provider.  This should be driven by a legitimate business need.  

Assess Risks.  The agency then assesses the risks associated with the current environment and the delegation of the particular function or service.  Delegation can introduce its own set of security risks; therefore, agencies must assess the security risks before obtaining services from another government agency.  For additional information on conducting a risk assessment, refer to the Risk Assessment Toolkit on the OISPP website at http://www.oispp.ca.gov/government/risk/toolkit.asp.  

The outcome of the risk assessment will help the agency determine the level of risk associated with the arrangement and deciding whether or not the risk is acceptable. The risk assessment will also help determine the adequacy of controls and whether or not additional mitigating controls are necessary.  When security risks are high (e.g., security controls are found to be inadequate and the risks cannot be effectively mitigated) the arrangement should not be implemented.

Specify Requirements.  When the decision to delegate a service to a government-based service provider is made, the agency must specify the requirements and attributes of an acceptable service arrangement.  The security requirements must be commensurate with the security (confidentiality, integrity and availability) needs of the agency as well as the delegated service.

The list below contains security-related service level requirements that should be included in an SLA as applicable:

1. Service Availability – The agency should specify the availability requirements of the delegated service, including disaster recovery.  For example, if the website must be up 24/7 or the agency suffers a significant loss in revenue, the consequences of this should be made clear in the SLA.  Additionally in this example, if the service provider guarantees this level of service, then the SLA should require the service provider to reimburse the agency of an amount equal to the actual loss if a loss were to occur.     

2. Personnel Requirements – The agency should identify the requirements of the service provider’s personnel including, but not necessarily limited to, those listed below:

a. Roles and Responsibilities.  The agency should require the submission of duty statements and organizational charts which clearly identify the roles, responsibilities and reporting relationships of the employees assigned to the performance of the delegated services.  These should provide the agency with a clear view of accountability and proper segregation of duty for personnel employed by the service provider. 

b. Security Clearance.  The agency may have a need to require special security clearances for the staff involved with certain services.  When it has an existing requirement that employees involved with sensitive, confidential or personal information undergo a special security clearance, such as a criminal background check or financial history check, it should ensure that the same requirement is passed on to the service provider when similar work is performed or similar access is provided through the delegated services arrangement.   

c. Signed Non-Disclosure/Security Agreements.  The agency should require all personnel assigned to work on the delegated service to observe its security policy, standards and procedures, and sign a non-disclosure or confidentiality agreement to protect against unauthorized acquisition and disclosure of confidential information.  Personnel should be required to sign a document acknowledging their understanding of and agreement with the obligations, along with the liabilities and consequences of failure to abide by the terms of the SLA.  (See SAM Section 5310)

d. Security Training and Awareness.  The agency should require the service provider to ensure that assigned personnel are fully aware of the security needs and risks in their assigned areas of delegated services work, and that it has implemented a comprehensive security and privacy program that includes employee security and privacy awareness training and certification at least once annually.  The agency can perform random spot checks of records to validate this requirement is being met.  This provides some assurance that the personnel understand and can be held accountable for the security requirements associated with their assigned role.  (See SAM Sections 5300.3 and 5325 for security and privacy training requirement.)

3. Information Handling and Disclosure Instructions – The agency should identify the requirements for labeling and handling of sensitive, confidential or personal information in both paper and electronic media to mitigate against loss of information or unauthorized disclosures.  The disclosure of information by the service provider, if not properly managed, may negatively impact the agency.  The agency should also consider recourse for liability when the intentional or negligent acts cause a breach involving protected information.  

See SAM Chapter 1600, SAM Chapter 5300, Management Memo 08-11 - Safeguarding Against And Responding To A Breach Of Security Involving Personal Information and SIMM 65D - Security Breach Involving Personal Information: Requirements and Decision-Making Criteria for State Agencies for more detailed information on state responsibilities. 

4. Access Control and Accountability – The agency should consider and include the following controls if the service provider will be given access to the its systems: 

a. Access Rights.  Any access to an agency’s IT resources should be highly controlled and limited to a legitimate business need based on an individual’s job-related assignment.  Access should be approved and tracked by the system owner to ensure proper usage and accountability.  The agency should carefully examine the service provider’s controls for granting, changing and terminating user access rights and permissions to ensure they will meet the requirements.

b. Physical Access.  If physical access to facilities, personnel, systems or information is to be restricted, the service provider should be required to implement security measures that control and monitor physical access (e.g., visitor log, card key control access systems, escorts, guards, video surveillance cameras or closed circuit television, etc.)  

c. Logical Access.  An approval process must be established for the service provider’s personnel to acquire logical access to IT resources.  Personnel should not be granted access to an agency’s critical or sensitive resources, such as system files, logs and production data unless the business owner has approved that access based on proper justification and a documented risk analysis.  Access to restricted resources should be tracked, monitored and reviewed regularly by the agency to ensure that only authorized actions are carried out.

d. Remote Access.  The agency must ensure the appropriate security controls are put in place to protect against unauthorized access, loss of confidentiality, denial of service attacks and other risks.  The service provider’s personnel should not be given remote access to the system(s) by default.  Such access should be properly justified and approved by the system owner.  When authorized, the personnel should be required to follow the agency’s established policies, standards and procedures for remote access.  Remote access rights should also have an expiration period and be monitored for removal once the work supported by the access is complete.

e. Designated User Accounts.  The service provider’s personnel must be issued individual user accounts for authentication and accountability and prohibited from sharing user accounts by policy.  Access by personnel to systems and information must be based on a legitimate job-related need, approved by the system owner and reviewed for appropriateness on a regular basis.

f. Authentication Requirements.  The agency must ensure the service provider has established appropriate security controls for authentication, including, but not limited to the use of strong passwords, tokens, biometrics or multifactor authentication. 

g. Logging.  The agency’s systems must be capable of logging <see SANS Top 10 logs at minimum> and logging must be enabled.  Logs are to capture account, name, activities (both normal and exceptional activities), time, data and source of occurrence.  Logs for privileged accounts (e.g., administrator, auditor, database administrator) must be set up to capture all activities carried out with these accounts and set so they cannot be altered by an individual.  The service provider must have an established process and designated resources for the review and monitoring of such logs. 

5. Network Security and Operations – The agency should ensure the following elements of network security and operations management have been addressed as applicable in the SLA.

a. Network Connectivity.  When the agency’s system must interconnect to another agency’s network, a comprehensive review of the networks should be done.  The review will help to verify that the system is securely managed and is less likely to introduce problems or lead to network compromise. 

b. Non-trusted Network.  When an agency is unable to perform a comprehensive review of the service provider’s network, it must adopt the position that all network connections external to the agency are not trusted and increase the security and threat mitigation controls for its network.  

c. External Network Transmission.  When an agency has conducted a comprehensive review of the service provider’s network and external connectivity is permitted, it must ensure that only authorized access-controlled network transmissions are allowed.  

d. Secure Configuration.  The service provider must be required to configure its network and computers in a secure manner that supports the delegated services.  For example, the secure configuration of critical IT resources, such as hardening, turning off unnecessary ports and services and continuously testing operating systems, firewalls and endpoints to ensure the delegated service is not vulnerable to exploits due to poor configuration practices.  

e. Updates and Patching.  The service provider must be required to apply system patches and updates.  Updates and patch management should be carried out in a timely manner with notification to the agency.  The SLA should specify a maximum lapse time between the time a patch or update is released and the time to test and implement.  For example, non-critical updates and patches will be tested and fully implemented within 10 days from the date of release.  Critical updates and patches will be tested and fully implemented within six hours from the time of release.  Testing will be performed in a lab (simulated production) environment prior to their push to production systems.

f. Threat and Vulnerability Management.  The agency may want or need the service provider to perform periodic scans for unauthorized applications, services, code and system vulnerabilities on the delegated services network and systems and correct any weaknesses within a specified period of time. 

g. Change Management.  The SLA should define the agency’s change management policy and expectations for the service provider and it should be monitored for strict adherence.  For example, hardware or software changes performed on a critical IT system are to be reviewed by an independent security group within the service provider’s agency and approved by the system owner prior to implementation.  Another example may include major changes must be carried out after business hours to minimize disruptions to business operations.

6. Monitoring and Audit – The agency should ensure the following elements of monitoring and audit have been addressed in the SLA.

a. Monitoring.  The agency should monitor the service performance and delegated activities on a periodic basis throughout the life of the SLA.  The SLA should require reports and logs as means of facilitating the monitoring efforts.  Monitoring helps detect anomalies and address problems that may surface more quickly.

b. Independent Reviews.  Depending upon the type of delegated service the agency may need to facilitate independent reviews of performance.  The SLA should require full cooperation in this regard.  For example, an independent review should be performed on any delegated IT service that is identified as critical to the agency’s operations or when the agency is unable to perform this kind of review on its own. 

c. Right to Audit.  An important assurance mechanism is the right to audit clause.  This gives the agency the right to audit the service provider and when specified, its subcontractors.  If necessary, the agency should specify the mode (e.g., by internal audit branch or an independent firm), the types and the frequency of audits (e.g., randomly scheduled and unscheduled not to exceed four times each year).  This is in addition to any other required audit provisions.

7. Incident Management – The agency should ensure the following elements of incident management have been addressed in the SLA.

a. Alert Mechanisms.  A method for communicating with the service provider about critical vulnerabilities and other alerts should be established in the SLA.  For example, when OISPP sends early alert notifications to the agency’s designated Information Security Officer (ISO), the ISO should know where within the service provider’s agency the information is to be directed to for appropriate action.

b. Incident Reporting.  The service provider should be required to immediately report any security incidents that negatively impact or potentially impact aspects of the delegated services, such as network intrusions, successful virus attacks, unauthorized access or modifications, and threats and vulnerabilities.  The requirement should specify the individual or position that should be contacted and within a specified timeframe.   

c. Incident Handling and Response.  The service provider should have an established incident handling and response capability.  When a security incident occurs that impacts services, information or information systems, it must consult and work closely with security personnel to handle and respond to the incident.  The service provider should also be expected to implement preventative measures to mitigate against similar incidents in the future.  The SLA should also make it clear which agency is responsible for making notification to individuals when a security incident involves personal information and any cost associated with the notification process. 

8. Business Continuity/Disaster Recovery – The agency should ensure the service provider has a business continuity plan and disaster recovery plan and adequate system redundancies, if applicable, to the performance of the services.  These are discussed in more detail below.

a. Business Continuity Plan.  The agency should require and ensure the service provider has a business continuity plan, especially if the delegated function or service has been identified as critical.

b. Disaster Recovery Plan.  The agency should require and ensure the service provider has a disaster recovery plan for the specific delegated IT function or service(s) in the event of a physical or cyber disaster.  
c. Redundancies.  Where the availability requirement is high, the agency should require the service provider to implement system redundancies to provide a greater level of assurance to the continuity of operations when a component fails.  Various forms of redundancies should be considered and implemented as determined by business need and viability.  These should be performance tested prior to implementation and periodically thereafter as specified in the SLA.

d. Backup and Recovery.  The service provider should be required to implement and periodically test backup procedures for the restoration of critical system files and information stored as a result of the delegated services.  The agency should require the service provider to store backup tapes/media offsite and encrypted.

9. Service Level for Reporting, Review and Resolution – The agency should also identify the levels of service for items listed below: 

· Retention periods and frequency of review for system and audit logs;

· Timeframes/thresholds for reporting security events, incidents and violations;

· Timeframe/thresholds for testing and applying security patches, updates and changes; and

· Timeframe/thresholds for submission of problem, audit and system reports.

10. Assess the Government Entity’s Competency – The agency must assess the competency of the service provider prior to entering into an agreement in order to gain some assurance about its ability, attitude and service delivery commitment.  Areas an agency should assess include experience and performance record with other customers in providing similar services (both in size and scope), financial health, employee attrition rate, information technology infrastructure and ability and willingness to comply with state security requirements. 

The following are specific areas to consider when assessing the competency of a service provider:

a. Experience and Technical Expertise.  Agencies should require the service provider to assign skilled and experienced personnel to operate the delegated services.  The experience and technical qualifications of its staff should be verified.  For example, technical and professional certifications should be verified by the issuing agency.  Interviews can be used by the agency to assess the experience and skill levels and references from past and present customers can be used to validate experience and performance. 

b. Effectiveness of Security Measures.  Agencies should understand how the service provider has deployed security within its own agency to protect its information and IT resources.  This is especially important when it will be managing a security-related delegated service.  Agencies will want to ensure critical security measures, such as firewalls, intrusion detection systems, logs, incident management and disaster recovery, are in place and handled effectively by the service provider. Past audit reports, if not too dated, or a third-party security audit can be used to substantiate the service provider’s posture.  

c. Service Provider’s Ability to Comply with the Agency’s Security Policy, Standards and Procedures.  If a service provider will be expected to comply with the agency’s security policy, standards and procedures, the agency must ensure these requirements are made part of the SLA.  The agency should attempt to validate the service provider’s understanding of the security requirements as well as its ability and willingness to address them in the performance of work performed for the agency.  

d. Agency’s Ability to Comply with the Service Provider’s Security Policy, Standards and Procedures.  Occasionally, depending on the nature of the delegated services, the agency may need to agree to comply with the service provider’s security policies and practices.  The agency must ensure that the service provider’s security provisions are commensurate with its security requirements for the delegated services.

Operational Phase 

In the operational phase the SLA (or equivalent contractual agreement) has been previously established between the agency and the service provider and the agency continues to monitor the service provider’s performance.  The SLA serves as a formal agreement.  

While the SLA is used to establish a mutual understanding of the delegated services, it can also legally bind the agencies to the specified terms and conditions.  It serves as a means to enforce terms and conditions or to seek recourse when necessary.  Therefore, it is extremely important that the agency ensure all requirements are communicated through the SLA to the service provider and its applicable personnel.  The SLA must include a provision that the service provider and its applicable personnel will comply with all laws and state policy related to information security and privacy and when sub-contracting is permitted, this requirement extends to the sub-contractor and its personnel.  The specific requirements identified in the preparatory phase deemed applicable to the type of delegated services being sought should be incorporated into the SLA. 

A Liabilities and Right to Audit clauses are essential elements of any contract and especially a SLA for delegated services.  These are two standard provisions required in all state government contracts.  Their importance is discussed in more detail below:

1. Liabilities.  Liability requirements must be understood by the parties, clearly specified in the SLA, and agreed to.  Usually the liabilities clause will provide for a form of compensation or penalty from the government entity, when the entity has intentionally or negligently caused damage or injury to the agency.
2. Right to Audit.  As mentioned earlier, an important assurance mechanism is the “right to audit” clause.  This gives the agency the right to audit the service provider, and when specified, its sub-contractors.  If necessary, the agency should specify the mode (e.g., by the agency’s internal audit branch or an independent firm), the types and the frequency of audits (e.g., randomly scheduled and unscheduled not to exceed four times each year).
As a reminder, agencies are required to adhere to the existing procurement requirements defined by Department of General Services’ (DGS) Procurement Division, including the use of existing state forms (i.e., Standard [STD] 65 or STD 213), codes, and required terms and processes when establishing a contract with a vendor for delegated or outsourced services.  The SLA may be considered a supplement to the existing required contracting processes and forms.  Refer to DGS’ existing state contracting requirements and mandatory provisions in the State Contracting Manual (SCM volume III and DGS’ Procurement Division’s IT terms.) for specific liabilities, right to audit clauses, and monitoring/assessing performance.  

Final Phase 

In the final phase of the delegated services lifecycle, and during the termination or winding down of services, the following items will need to be addressed by the agency and service provider.  

1. Revoke or Extend Access Rights and User Accounts.  All user accounts and access rights assigned to the service provider must be revoked when the delegated service is terminated.  This can be an especially sensitive issue when the service is being terminated due to performance issues or concerns.     

2. Coordinate the Return and/or Destruction of Assets.  The agency should ensure the proper destruction of or return of all information, documentation, and resources (e.g., special equipment, hardware, software, data, source code, etc.) by the service provider during the termination of the service.  For example, if the agency is required to securely delete data collected and used in the course of work, it should ensure that the service provider attests to their return or proper destruction as required. 

3. Identify and Notify the Service Provider of Post-Contract Obligations.  If there is a need for the service provider to continue to observe any contractual requirements after the termination of the SLA, these should be made known during the termination of the service.  For example, the service provider may be required to continue to maintain the confidentiality of the information accessed and used in the service period for a period of time following the termination of the service. 
SLA Model Template Directions

A sample SLA is included as Appendix C.  Use only the sections of the sample SLA that are relevant and applicable to the SLA being addressed.  Delete any non-relevant sections and add any additional sections that may need to be addressed.  Any items in diamond brackets (<>) and/or italics requires additional information to be added or clarified.  

Before proceeding with the template, be sure to review the State Agencies Responsibilities section in this Guide to more fully understand specific state policies related to data use, exchange or sharing, system interconnections and delegating services to other government agencies.
Appendix A – MOA Model Template 
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FOR OFFICIAL USE ONLY
MEMORANDUM OF AGREEMENT

Supersedes: <Insert “None” or document title and date> 

Introduction

The purpose of this memorandum is to establish an agreement between <Agency A> and <Agency B> regarding the development, management, operation, and security of a connection between <System A,> owned by <Agency A> and <System B,> owned by <Agency B>.  This agreement will govern the relationship between <Agency A and Agency B,> including designated managerial and technical staff.  
Authority

The authority for this Agreement is based on <Proclamation Name> issued by the Director of the <Agency Name> on <date>.  Pursuant to <relevant statute> <Agency A> is authorized to establish this agreement.
Background 

It is the intent of both parties to this agreement to interconnect the following information technology (IT) systems to exchange data between <ABC database and XYZ database>.  <Agency A> requires the use of <Agency B’s ABC database> and <Agency B> requires the use of <Agency A’s XYZ database>, as approved and directed by the Director of <Agency Name>.  The expected benefit of the interconnection is to expedite the processing of data <include other types of data sharing/use, if applicable> associated with <Project Name> within prescribed timelines.  
Each IT system is described below: 

· System A 

– Name 

– Function 

– Location 

– Data description including specific data element, sensitivity or classification level 

· System B 

– Name 

– Function 

– Location 

– Data description including specific data element, sensitivity or classification level 

Communications

Frequent formal communications are essential to ensure the successful management and operation of the interconnection.  The parties agree to maintain open lines of communication between designated staff at both the managerial and technical levels.  All communications described herein must be conducted in writing unless otherwise noted.  
The owners of <System A and System B> agree to designate and provide contact information for technical leads for their respective system, and to facilitate direct contacts between technical leads to support the management and operation of the interconnection.  To safeguard the confidentiality, integrity and availability of the connected systems and the data they store, process and transmit, the parties agree to provide notice of specific events within the time frames indicated below: 

· Acceptable Use and Disclosure:  <Participating Agency(s)> shall not use or further disclose confidential data other than as permitted or required by this agreement and shall refer any persons not included under this Agreement to the system owner to request access to the confidential data.  The <Participating Agency(s)> agrees that the information obtained will be kept in the strictest confidence and shall make information available to its own employees only on a “need to know” basis Need to know is based on those authorized employees who need information to perform their official duties in connection with the uses of the information authorized by this Agreement.  Furthermore, information may not be re-disclosed or reused without the express permission of the owner.
· Security Incidents:  The party discovering a security incident, including one which has or may have resulted in the compromise of confidential data, will report it immediately by telephone and in writing in accordance with its incident reporting procedures <or as defined in exhibit>.  Notification must take place within two hours of discovery.  The agency responsible for the incident will be responsible for all costs associated with handling the mandatory notification to all individuals whose information was compromised <or as negotiated>.  State policy governing the reporting of security incidents is the State Administrative Manual (SAM) Section 5350, which is located on the web at http://sam.dgs.ca.gov/toc/5300/5350.htm.  

<Agency A> contact for such notification is as follows:  

<Insert Contact Information>

<Agency B> contact for such notification is as follows:  

<Insert Contact Information>

· Disasters and Other Contingencies:  Technical staff will immediately notify their designated counterparts by telephone in the event of a disaster or other contingency that disrupts the normal operation of one or both of the connected systems.  

· Material Changes to System Configuration:  Planned technical changes to the system architecture will be reported to technical staff before such changes are implemented.  The initiating party agrees to conduct a risk assessment based on the new system architecture and to modify and re-sign the Interconnection Security Agreement (ISA) within one (1) month of implementation.  
· New Interconnections:  The initiating party will notify the other party of its intention to connect its IT system to any other IT system, including systems that are owned and operated by third parties at least one (1) month before it intends to establish the connection.  The initiating party will require that any such interconnection meet or exceed the requirements of the MOA, ISA and SLA.     
· Personnel Changes:  The parties agree to provide notification of the separation or long-term absence of their respective system owner or technical lead.  In addition, both parties will provide notification of any changes in point of contact information.  Both parties also will provide notification of changes to user profiles, including users who resign or change job responsibilities.  
Interconnection Security Agreement 

The technical details of the interconnection will be documented in an ISA.  The parties agree to work together to develop the ISA, which must be signed by both parties before the interconnection is activated.  Proposed changes to either system or the interconnecting medium will be reviewed and evaluated to determine the potential impact on the interconnection.  The ISA will be renegotiated before changes are implemented.  Signatories to the ISA shall be the agency director of each party.  
Security 

Both parties agree to work together to ensure the joint security of the connected systems and the protection of data they store, process, and transmit, as specified in the ISA.  Each party certifies that its respective system is designed, managed and operated in compliance with all relevant federal laws, regulations, and policies.  Each party retains the ownership of their respective information, unless otherwise agreed upon.
Cost Considerations 

Both parties agree to equally share the costs of the interconnecting mechanism and/or media, but no such expenditures or financial commitments shall be made without the further written concurrence of both parties and appropriate contracting and budgetary authority approvals.  Modifications to either system that are necessary to support the interconnection are the responsibility of the respective system owners’ agency.  

Timeline or Term of Agreement
This agreement will remain in effect for one (1) year after the latest signature date in the signature block below.  After one (1) year, this agreement will expire without further action.  If the parties wish to extend this agreement, they may do so by reviewing, updating, and reauthorizing this agreement.  The newly signed agreement should explicitly supersede this agreement, which should be referenced by title and date.  If one or both of the parties wish to terminate this agreement prematurely, they may do so upon 30 days advanced notice or in the event of a security incident that necessitates an immediate response.  

Transfer of Rights

The <Agency> has no right and shall not subcontract, delegate, assign, or otherwise transfer or delegate any of its rights or obligations under this Agreement to any other person or entity.  Any such transfer of rights shall be null and void.  
Dispute Resolution, Jurisdiction, and Warranties
This Agreement, and the performance hereunder, shall be construed in accordance with, and the rights of the parties governed by, the laws of the State of California.  Any action under this Agreement shall be brought in a court of competent jurisdiction located in the State of California, <Identify County>.  The data requested are provided “as is” and “as available” without any warranty of any kind, expressed or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular purpose and non-infringement.  It is expressly agreed that in no event shall the data provider be liable for any special, indirect, consequential or exemplary damages, including but not limited to, loss of profits or revenues, loss of use or loss of information or data, whether a claim for any such liability or damages is premised upon breach of contract, breach of warranty, negligence, strict liability or any other theories of liability, even if the data provider has been apprised of the possibility or likelihood of such damages occurring.  The data provider disclaims any and all liability for erroneous transmissions and loss of service resulting from communications failures by telecommunications service providers or other third parties. 
In the event of a dispute arising exclusively out of the enforcement of a provision of this Agreement, a party must make a good faith effort to meet and confer with the other party or parties with whom it has a dispute to resolve the issues prior to filing a claim.  All applicable California laws and regulations govern this Agreement.

Right to Audit 
<Agency A> has the right to audit <Agency B> on an unscheduled frequency not to exceed four times each year.  These audits will be conducted by <Agency A’s> internal audit branch.  See Framework for Data Exchange and Use, Other Items for Consideration section.

Entire Agreement
This Agreement constitutes the entire agreement between <Agency A and Agency B>.  Any and all modifications of this Agreement must be in writing and signed by all parties.   Any oral representations or agreements between the parties shall be of no force or effect.  The invalidity in whole or in part of any provisions of this Agreement shall not void or affect the validity of any other provisions of this Agreement.

Signatory Authority

I agree to the terms of this Memorandum of Agreement.  
<Agency A Official> 



<Agency B Official> 

_______________________________ 

_____________________________ 
Signature 


      Date 

Signature 


    Date 

_______________________________

_____________________________

Printed Name




Printed Name

_______________________________

_____________________________

Title






Title
_______________________________

_____________________________

Agency Name




Agency Name
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INTERCONNECTION SECURITY AGREEMENT 
Between <AGENCY A> 

and 

<AGENCY B> 
(DATE HERE) 
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FOR OFFICIAL USE ONLY 

INTERCONNECTION SECURITY AGREEMENT (ISA) 

SECTION 1: INTERCONNECTION STATEMENT OF REQUIREMENTS 

The requirements for interconnection between <Agency A and Agency B> are for the express purpose of exchanging data between <System A,> owned by <Agency A> and <System B,> owned by <Agency B>.  <Agency B> requires the use of <Agency A’s XYZ database> and <Agency A> requires the use of <Agency B’s ABC database,> as approved and directed by the Director of <Agency Name> in <Proclamation Name>, dated <date>.  The expected benefit is to expedite the processing of data associated with <Project Name> within prescribed timelines.  
The legal details regarding the development, management, operation, and security of the connection(s) of <System A>, owned by <Agency A> and <System B>, owned by <Agency B> are incorporated in the Memorandum of Agreement (MOA) <MOA Title> which has been dated and signed by said parties.
This ISA is valid for one (1) year after the last date on either signature below.  At that time it will be updated, reviewed, and reauthorized.  Either party may terminate this agreement upon 30 days’ advanced notice in writing.  
SECTION 2: SYSTEM SECURITY CONSIDERATIONS
· General Information/Data Description.  The interconnection between <System A>, owned by <Agency A>, and <System B>, owned by <Agency B>, is a two-way path.  The purpose of the interconnection is to deliver the <XYZ database> to <Agency B’s Applicable Office> and to deliver the <ABC database> to <Agency A’s Applicable Office>.  

· Definitions.  For the purposes of these requirements, the stated terms are defined as noted:  <Identify Applicable Terms And Their Definitions>
· Services Offered.  No user services are offered.  This connection only exchanges data between <Agency A’s> system and <Agency B’s> system <or as defined in Exhibit>.
· Operational Parameters.  The interconnection will be operable during <timeframes / dates / etc.>.  
· Data Classification.  The sensitivity of data exchanged between <Agency A and Agency B> is <as defined by Agency>, and as required under <Identify applicable laws, regulations and/or policies>.   

· User Community.  All <Agency A> users with access to the data received from <Agency B> are U.S. citizens, or individuals with visas, with a valid and current <Agency A> background investigation.  All <Agency B> users with access to the data received from <Agency A> are U.S. citizens, or individuals with visas, with a valid and current <Agency B> background investigation.  Existing acceptable use policies within each agency outline the roles and responsibilities users are expected to adhere to with regards to accessing the data.
· Information Exchange Security.  The security of the information being passed on this connection is protected through the use of Federal Information Processing Standards (FIPS) 140-2 approved encryption mechanisms.  The connections at each end are located within controlled access facilities, guarded 24 hours a day.  Individual users will not have access to the data except through their systems security software inherent to the operating system.  All access is controlled by authentication methods to validate the approved users.  <Agencies should include any additional and appropriate security measures identified in their exhibit.>
· Change Management Process.  Each agency agrees to notify the other agency in advance of any technical or system changes that will affect the interconnection of systems and/or access to the data. This includes any scheduled maintenance periods when either <Agency A> or <Agency B> has been informed of such maintenance, or emergency maintenance; disconnection or suspension of the Service by either <Agency>; modifications to agreed upon configurations or outages.
· Disaster Recovery Process.  In the event of a major service disruption or major catastrophic event, each agency agrees to coordinate the recovery of their system with each other to meet the recovery time objective for the system or service.
· Rules of Behavior.  <Agency A’s> system and users are expected to protect <Agency B’s ABC database> and associated information, and <Agency B’s> system and users are expected to protect <Agency A’s XYZ database> and associated information, in accordance with the Privacy Act and Trade Secrets Act (18 U.S.  Code 1905), the Unauthorized Access Act (18 U.S.  Code 2701 and 2710), the California Information Practices Act of 1977 (Civil Code 1798), and the State Administrative Manual Chapter 5300 – 5399.  
· Formal Security and Privacy Policy.  Policy documents that govern the protection of the information included within this agreement are contained in Exhibit(s).  <Insert Appropriate Exhibits>
· Incident Reporting.  Technical staff will immediately notify their designated counterparts by telephone and e-mail when a security incident(s) is detected, so the other party may take steps to determine whether its system has been compromised and to take appropriate security precautions.  The system owner will receive formal notification in writing within five (5) business days after detection of the incident(s).   

<Agency’s A> contact for such notification is as follows:  

<Insert Contact Information For Agency A>

<Agency’s B> contact for such notification is as follows:  

<Insert Contact Information For Agency B>

· Audit Trail Responsibilities.  Both parties are responsible for auditing application processes and user activities involving the interconnection.  Activities that will be recorded include event type, date and time of event, user identification, workstation identification, success or failure of access attempts and security actions taken by system administrators or security officers.  Audit logs will be retained for <Identify Timeframe>.  

· Technical Contacts.  The following representatives have been designated as the main point of contact for technical responsibilities:
<Agency A>




<Agency B>

Name:






Name:

Phone Number:




Phone Number

Email:






Email:

· Business Contacts.  The following representatives have been designated as the main point of contact for business responsibilities:
<Agency A>




<Agency B>

Name:






Name:

Phone Number:




Phone Number

Email:






Email:

· Other Items.  Identify other items that are needed to facilitate the system interconnection, such as:

· Termination date for the Project or the Data Sharing Capabilities
· Security Parameters
· Training and Awareness Requirements
· Specific Equipment Restrictions
· Dialup and Broadband Connectivity
· Security Documentation
SECTION 3: TOPOLOGICAL DRAWING 
<Insert Drawing Here> 

SECTION 4: SIGNATORY AUTHORITY 
I agree to the terms of this Interconnection Security Agreement.  
<Agency A Official> 



<Agency B Official> 
_______________________________ 

_____________________________ 
Signature 


      Date 

Signature 


    Date 

_______________________________

_____________________________

Printed Name




Printed Name

_______________________________

_____________________________

Title






Title
_______________________________

_____________________________

Agency Name




Agency Name
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	Title
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1.0 General Overview

This is a Service Level Agreement (SLA) between the <Service Provider Name> and the <State Agency> to document:

· The technology services provided to the <State Agency>
· The general levels of response, availability, and maintenance associated with these services

· The responsibilities of <Service Provider Name> as a provider of these services and of clients receiving services

· Processes for requesting services

1.1 Term of Agreement

This SLA covers the period from <Date> to <Date> and will be reviewed and revised at the end of this period.

Or

This SLA shall remain valid until revised or terminated.
2.0 Service Descriptions
2.1 Service Scope

<Describe the scope of the service, including system and application descriptions>
2.2 Assumptions

<Identify the assumptions regarding the SLA>

Services provided by <Service Provider Name> are clearly documented in the <Service Provider> service catalog <or identify other source>.
· Major upgrades will be treated as projects outside the scope of this Agreement.

· Funding for major updates will be negotiated on a service-by-service basis.

· Changes to services will be communicated and documented to all stakeholders via <Describe method>.
· Service will be provided in adherence to any related policies, processes and procedures.

· Scheduling of all service related requests will be conducted in accordance with service descriptions.
· Payment and cost share arrangements are subject to all applicable codes and requirements for each agency; each agency must have appropriate contracting and budgetary authority, and other forms and approvals may be required to create and effectuate the agreement.  
3.0 Roles and Responsibilities
3.1 Parties

The following Owner(s) will be used as the basis of the Agreement and represent the primary stakeholders associated with this SLA <List all relevant contact persons>:
	Stakeholder Title
	Title / Role
	Contact Information

	 
	
	

	
	
	

	
	
	


3.2 Provider’s Responsibilities

<Service Provider Name> responsibilities and/or requirements in support of this Agreement include:

<List service provider responsibilities; these can be categorized by application or specific to service parameters. Refer to the comprehensive Specify Requirements list in the Framework for Government-Based Service Providers section of this document. >

· Meet response times associated with the priority assigned to incidents and service requests.

· Generating quarterly reports on service level performance.

· Appropriate notification to Customer for all scheduled maintenance via the Maintenance Calendar, Service Catalog web page and/or a communication to customer via the <Name or Function>.
· <Service Provider Name> will implement defined requirements and processes to deliver these service levels.
3.3 Customer’s Responsibilities

<State Agency> responsibilities and/or requirements in support of this Agreement include:

<List the agency’s responsibilities and requirements in this section>

· Availability of customer representative(s) when resolving a service related incident or request.

· Communicate specific service availability requirements, including security and privacy requirements.

4.0 Requesting Service
<Identify clear and unambiguous definitions indicating length of time for parties to respond.  For example this section might include the definition of initial response to inquiry; time to review and evaluate; time to perform diagnostics; etc.  These times must align with the escalation times as well.>
4.1 Web Request

<Identify how services may be requested over the web>
4.2 Phone

<Identify how services may be requested over the phone>

4.3 Email

<Identify how services may be requested via email>
5.0 Hours of Coverage, Response Times, and Escalation
<The intent of this section is to assure delivery of prompt service as agreed, and the acceleration of support for high priority issues.  Insert escalation procedures>
5.1 Incidents

Any interruption in the normal functioning of a service or system is an incident.

5.1.1 Hours of Coverage

<Identify hours of coverage>

5.1.1.1 Specific service availability requirements

<Identify any availability requirements>

5.1.2 Response

<Identify definition of response, a response time, which is correlated to a definite value>

5.1.3 Prioritization

<Service Provider Name> will prioritize incoming incident requests as “high” priority if it meets any of the following criteria:

· Significant number of people affected.

· Organizational structure is a multiplier for number of people affected.

· Percentage of total tasks that can no longer be performed by individuals.

· <____> deadlines.
· Significant impact on the delivery of <____>.

· Significant or lasting impact on <____> performance.

· Significant risk to safety, law, rule, or policy compliance.

5.1.4 Escalation

<Identify method for client escalation>

5.2 Standard Service Request

<Identify key performance indicators>  
<Service Provider Name> will respond to service requests for services published is the service catalog in accordance with the published service description.

5.3 Other Requests

· <Outline how to request the service and the expected response and deliver times.  Outline working durations and customer/client interactions.  This represents the service level and service metrics for the service.>

· <Provide description of the types of information requests defined by the <Service Provider Name> and how the agency can use that information to make requests.>

5.4 Service Exceptions to Coverage

<Insert any special exceptions related to coverage times and dates>

	Exception
	Parameters
	Coverage

	State holidays
	N/A
	No coverage

	Emergency service coverage


	Critical business need
	Customer may request support by contacting the Help Desk from 8am-5pm or xx from 5pm-8am


6.0 Maintenance and Service Changes

<Identify all services and/or related components, including security and privacy safeguards, that require regularly scheduled maintenance (maintenance window) in order to meet established service levels. Identify if the activities will render systems and/or applications unavailable for normal user interaction as published in the maintenance calendar.>
6.1 Change Management Process

<Provide general statement on the Change Management process>

6.2 Maintenance Window

<Define agency responsibilities to communicate business needs that may conflict with scheduled maintenance windows – Articulate path>
6.3 Planned Outages

<Define communication mechanism to customers around planned outages>
6.4 Emergency Maintenance

<Describe communication about emergency maintenance.  Add additional locations and timeframes as required.  For example, standard maintenance, major upgrades/changes, etc.>
6.5 Backup Procedures and Schedule 

<Identify the routine backup procedures and schedule>

7.0 Pricing
7.1 Rates Process

<Define how rates are set, if applicable>
7.2 Charges

<Provide price references in service catalog, if applicable>
8.0 Reporting, Reviewing, and Auditing

<Any agreement requires oversight and reporting, and every agreement should have a termination or revision date.  Clearly define the duration of the SLA, identify when and under what conditions to review the SLA, and identify reporting criteria (how frequently, what to report and whom to report to). In Section 5.2, list the Key Performance Indicators for which the reporting will occur.>

This Agreement is valid from the effective date outlined herein and is valid until the date of termination.  The Agreement should be reviewed at a minimum once per fiscal year; however, in lieu of a review during any period specified, the current Agreement will remain in effect until rescinded.

The Designated Review Owner (“Document Owner”) is responsible for facilitating regular reviews of this Agreement.  Contents of this Agreement may be amended as required, provided mutual agreement is obtained from the primary stakeholders and communicated to all affected parties.  The Document Owner will incorporate all subsequent revisions and obtain mutual agreements / approvals as required.

Designated Review Owner: <Document owner>
Review Period: <Review period - e.g., annually or quarterly>

Previous Review Date: <Last or previous review date>
Next Review Date: <Next review date>
This Agreement will be posted to the following location and will be made accessible to all stakeholders:

Document Location: <SLA directory and/or location>
9.0 Associated Policies, Processes and Procedures

<Include any policies, processes and procedures for the service provider>

9.1 Incident Management Process

<Describe/include incident management process>

9.2 Maintenance Calendar

<Include a Maintenance Calendar>

9.3 Change Management Process

<Include Change Management Process>

9.4 Other Policies, Process, and Procedures

<Include Other Policies, Process, and Procedures, including security and privacy requirements>
10.0 Signatory Authority
This SLA is valid for <Identify Timeline> after the last date on either signature below.  At that time it will be updated, reviewed, and reauthorized.  Either party may terminate this agreement upon 30 days’ advanced notice in writing or in the event of a security incident that necessitates an immediate response.  

<State Agency Official> 



<Service Provider Official> 

_______________________________ 

_____________________________ 
Signature 


      Date 

Signature 


    Date 

_______________________________

_____________________________

Printed Name




Printed Name

_______________________________

_____________________________

Title






Title
_______________________________

_____________________________

Agency Name




Service Provider Name
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Appendix D - Minimum Security and Privacy Controls

Purpose

The Minimum Security and Privacy Controls are intended to be used as a template and may be modified and/or expanded upon.  They provide the minimum information security technical and privacy control recommendations that should be considered for inclusion in the MOA, ISA and SLA as the foundation for security and privacy implementations supporting the exchange/use of data, the interconnection of systems and delegated services as agreed upon by both (or all) parties entering the agreement(s).  Further, they serve as a universal set of recommendations which should be met regardless of physical hosting location or entities providing operations and maintenance responsibility.  They may require content adjustments to meet the particular needs of the agencies entering into the agreement(s).  

The expectation is that state agencies should have these standards already in place so that they can expect, utilize and support most interconnections and data exchange/use agreements without having to re-invent agreements each time data is exchanged or used or an interconnection is required.  After the agreement(s) is in effect, any deviation from these existing security and privacy controls identified in the agreement must be approved, in writing, by authorities authorized to represent all parties to the MOA, ISA or the SLA.  

List of Recommended Practices

The security and privacy controls are derived from the NIST SP 800-53 Revision 2, Recommended Security Controls for Federal Information Systems and are arranged into discrete organizational sections.  They rely on the information and/or the information system being categorized by the potential impact on the organization’s operations, assets or individuals should there be a loss of confidentiality, integrity or availability.  The Federal Information Processing Standard (FIPS) 199 establishes standards for the security categorization of federal information and information systems.  

· First, determine the different types of information that are stored, processed, or transmitted by the information system.  NIST SP 800-60 provides guidance on a variety of information types commonly used by agencies.

· Second, use the impact levels in FIPS 199 to categorize the information and/or information system as low, moderate or high impact.  

· Third, select the baseline security and privacy controls that should be implemented, based upon the categorization.

· Fourth, tailor the security and privacy controls to meet agency need and document the decisions.  
This chart summarizes the security and privacy control selection process, including the tailoring of the initial security control baseline. 


[image: image2]
The following table lists a summarization of security and privacy controls for low-impact, moderate-impact and high-impact systems.  The three security control baselines are hierarchical in nature with regard to the security controls employed in those baselines.  If a security control is selected for one of the baselines, the family identifier and control number are listed in the appropriate column.  If a control is not used in a particular baseline, then entry is marked “not selected.”  Control enhancements, when used to supplement basic security controls, are indicated by the number of the control enhancement.  Some security controls and control enhancements log are not used in any of the baselines but are available for use by agencies if needed.  For more information about this process, including a description of each control, see Appendices D and F in NIST SP 800-53 Revision 2.  

	CNTL NO. 
	CONTROL NAME 
	CONTROL BASELINES

	
	
	LOW
	MOD
	HIGH

	Access Control 

	AC-1 
	Access Control Policy and Procedures 
	AC-1 
	AC-1 
	AC-1 

	AC-2 
	Account Management 
	AC-2 
	AC-2 (1) (2) (3) (4) 
	AC-2 (1) (2) (3) (4) 

	AC-3 
	Access Enforcement 
	AC-3 
	AC-3 (1) 
	AC-3 (1) 

	AC-4 
	Information Flow Enforcement 
	Not Selected 
	AC-4 
	AC-4 

	AC-5 
	Separation of Duties 
	Not Selected 
	AC-5 
	AC-5 

	AC-6 
	Least Privilege 
	Not Selected 
	AC-6 
	AC-6 

	AC-7 
	Unsuccessful Login Attempts 
	AC-7 
	AC-7 
	AC-7 

	AC-8 
	System Use Notification 
	AC-8 
	AC-8 
	AC-8 

	AC-9 
	Previous Logon Notification 
	Not Selected 
	Not Selected 
	Not Selected 

	AC-10 
	Concurrent Session Control 
	Not Selected 
	Not Selected 
	AC-10 

	AC-11 
	Session Lock 
	Not Selected 
	AC-11 
	AC-11 

	AC-12 
	Session Termination 
	Not Selected 
	AC-12 
	AC-12 (1) 

	AC-13 
	Supervision and Review—Access Control 
	AC-13 
	AC-13 (1) 
	AC-13 (1) 

	AC-14 
	Permitted Actions without Identification or 

Authentication 
	AC-14 
	AC-14 (1) 
	AC-14 (1) 

	AC-15 
	Automated Marking 
	Not Selected 
	Not Selected 
	AC-15 

	AC-16 
	Automated Labeling 
	Not Selected 
	Not Selected 
	Not Selected 

	AC-17 
	Remote Access 
	AC-17 
	AC-17 (1) (2) (3) (4) 
	AC-17 (1) (2) (3) (4) 

	AC-18 
	Wireless Access Restrictions 
	AC-18 
	AC-18 (1) 
	AC-18 (1) (2) 

	AC-19 
	Access Control for Portable and Mobile Devices 
	Not Selected 
	AC-19 
	AC-19 

	AC-20 
	Use of External Information Systems 
	AC-20 
	AC-20 (1) 
	AC-20 (1) 

	Awareness and Training 

	AT-1 
	Security Awareness and Training Policy and Procedures 
	AT-1 
	AT-1 
	AT-1 

	AT-2 
	Security Awareness 
	AT-2 
	AT-2 
	AT-2 

	AT-3 
	Security Training 
	AT-3 
	AT-3 
	AT-3 

	AT-4 
	Security Training Records 
	AT-4 
	AT-4 
	AT-4 

	AT-5 
	Contacts with Security Groups and Associations 
	Not Selected 
	Not Selected 
	Not Selected 

	Audit and Accountability 

	AU-1 
	Audit and Accountability Policy and Procedures 
	AU-1 
	AU-1 
	AU-1 

	AU-2 
	Auditable Events 
	AU-2 
	AU-2 (3) 
	AU-2 (1) (2) (3) 

	AU-3 
	Content of Audit Records 
	AU-3 
	AU-3 (1) 
	AU-3 (1) (2) 

	AU-4 
	Audit Storage Capacity 
	AU-4 
	AU-4 
	AU-4 

	AU-5 
	Response to Audit Processing Failures 
	AU-5 
	AU-5 
	AU-5 (1) (2) 

	AU-6 
	Audit Monitoring, Analysis, and Reporting 
	Not Selected 
	AU-6 (2) 
	AU-6 (1) (2) 

	AU-7 
	Audit Reduction and Report Generation 
	Not Selected 
	AU-7 (1) 
	AU-7 (1) 

	AU-8 
	Time Stamps 
	AU-8 
	AU-8 (1) 
	AU-8 (1) 

	AU-9 
	Protection of Audit Information 
	AU-9 
	AU-9 
	AU-9 

	AU-10 
	Non-repudiation 
	Not Selected 
	Not Selected 
	Not Selected 

	AU-11 
	Audit Record Retention 
	AU-11 
	AU-11 
	AU-11 

	Certification, Accreditation, and Security Assessments 

	CA-1 
	Certification, Accreditation, and Security 

Assessment Policies and Procedures 
	CA-1 
	CA-1 
	CA-1 

	CA-2 
	Security Assessments 
	CA-2 
	CA-2 
	CA-2 

	CA-3 
	Information System Connections 
	CA-3 
	CA-3 
	CA-3 

	CA-4 
	Security Certification 
	CA-4 
	CA-4 (1) 
	CA-4 (1) 

	CA-5 
	Plan of Action and Milestones 
	CA-5 
	CA-5 
	CA-5 

	CA-6 
	Security Accreditation 
	CA-6 
	CA-6 
	CA-6 

	CA-7 
	Continuous Monitoring 
	CA-7 
	CA-7 
	CA-7 

	Configuration Management 

	CM-1 
	Configuration Management Policy and Procedures 
	CM-1 
	CM-1 
	CM-1 

	CM-2 
	Baseline Configuration 
	CM-2 
	CM-2 (1) 
	CM-2 (1) (2) 

	CM-3 
	Configuration Change Control 
	Not Selected 
	CM-3 
	CM-3 (1) 

	CM-4 
	Monitoring Configuration Changes 
	Not Selected 
	CM-4 
	CM-4 

	CM-5 
	Access Restrictions for Change 
	Not Selected 
	CM-5 
	CM-5 (1) 

	CM-6 
	Configuration Settings 
	CM-6 
	CM-6 
	CM-6 (1) 

	CM-7 
	Least Functionality 
	Not Selected 
	CM-7 
	CM-7 (1) 

	CM-8 
	Information System Component Inventory 
	CM-8 
	CM-8 (1) 
	CM-8 (1) (2) 

	Contingency Planning 

	CP-1 
	Contingency Planning Policy and Procedures 
	CP-1 
	CP-1 
	CP-1 

	CP-2 
	Contingency Plan 
	CP-2 
	CP-2 (1) 
	CP-2 (1) (2) 

	CP-3 
	Contingency Training 
	Not Selected 
	CP-3 
	CP-3 (1) 

	CP-4 
	Contingency Plan Testing and Exercises 
	CP-4 
	CP-4 (1) 
	CP-4 (1) (2) 

	CP-5 
	Contingency Plan Update 
	CP-5 
	CP-5 
	CP-5 

	CP-6 
	Alternate Storage Site 
	Not Selected 
	CP-6 (1) (3) 
	CP-6 (1) (2) (3) 

	CP-7 
	Alternate Processing Site 
	Not Selected 
	CP-7 (1) (2) (3) 
	CP-7 (1) (2) (3) (4) 

	CP-8 
	Telecommunications Services 
	Not Selected 
	CP-8 (1) (2) 
	CP-8 (1) (2) (3) (4) 

	CP-9 
	Information System Backup 
	CP-9 
	CP-9 (1) (4) 
	CP-9 (1) (2) (3) (4) 

	CP-10 
	Information System Recovery and Reconstitution 
	CP-10 
	CP-10 
	CP-10 (1) 

	Identification and Authentication 

	IA-1 
	Identification and Authentication Policy and 

Procedures 
	IA-1 
	IA-1 
	IA-1 

	IA-2 
	User Identification and Authentication 
	IA-2 
	IA-2 (1) 
	IA-2 (2) (3) 

	IA-3 
	Device Identification and Authentication 
	Not Selected 
	IA-3 
	IA-3 

	IA-4 
	Identifier Management 
	IA-4 
	IA-4 
	IA-4 

	IA-5 
	Authenticator Management 
	IA-5 
	IA-5 
	IA-5 

	IA-6 
	Authenticator Feedback 
	IA-6 
	IA-6 
	IA-6 

	IA-7 
	Cryptographic Module Authentication 
	IA-7 
	IA-7 
	IA-7 

	Incident Response 

	IR-1 
	Incident Response Policy and Procedures 
	IR-1 
	IR-1 
	IR-1 

	IR-2 
	Incident Response Training 
	Not Selected 
	IR-2 
	IR-2 (1) 

	IR-3 
	Incident Response Testing and Exercises 
	Not Selected 
	IR-3 
	IR-3 (1) 

	IR-4 
	Incident Handling 
	IR-4 
	IR-4 (1) 
	IR-4 (1) 

	IR-5 
	Incident Monitoring 
	Not Selected 
	IR-5 
	IR-5 (1) 

	IR-6 
	Incident Reporting 
	IR-6 
	IR-6 (1) 
	IR-6 (1) 

	IR-7 
	Incident Response Assistance 
	IR-7 
	IR-7 (1) 
	IR-7 (1) 

	Maintenance 

	MA-1 
	System Maintenance Policy and Procedures 
	MA-1 
	MA-1 
	MA-1 

	MA-2 
	Controlled Maintenance 
	MA-2 
	MA-2 (1) 
	MA-2 (1) (2) 

	MA-3 
	Maintenance Tools 
	Not Selected 
	MA-3 
	MA-3 (1) (2) (3) 

	MA-4 
	Remote Maintenance 
	MA-4 
	MA-4 (1) (2) 
	MA-4 (1) (2) (3) 

	MA-5 
	Maintenance Personnel 
	MA-5 
	MA-5 
	MA-5 

	MA-6 
	Timely Maintenance 
	Not Selected 
	MA-6 
	MA-6 

	Media Protection 

	MP-1 
	Media Protection Policy and Procedures 
	MP-1 
	MP-1 
	MP-1 

	MP-2 
	Media Access 
	MP-2 
	MP-2 (1) 
	MP-2 (1) 

	MP-3 
	Media Labeling 
	Not Selected 
	Not Selected 
	MP-3 

	MP-4 
	Media Storage 
	Not Selected 
	MP-4 
	MP-4 

	MP-5 
	Media Transport 
	Not Selected 
	MP-5 (1) (2) 
	MP-5 (1) (2) (3) 

	MP-6 
	Media Sanitization and Disposal 
	MP-6 
	MP-6 
	MP-6 (1) (2) 

	Physical and Environmental Protection 

	PE-1 
	Physical and Environmental Protection Policy and 

Procedures 
	PE-1 
	PE-1 
	PE-1 

	PE-2 
	Physical Access Authorizations 
	PE-2 
	PE-2 
	PE-2 

	PE-3 
	Physical Access Control 
	PE-3 
	PE-3 
	PE-3 (1) 

	PE-4 
	Access Control for Transmission Medium 
	Not Selected 
	Not Selected 
	PE-4 

	PE-5 
	Access Control for Display Medium 
	Not Selected 
	PE-5 
	PE-5 

	PE-6 
	Monitoring Physical Access 
	PE-6 
	PE-6 (1) 
	PE-6 (1) (2) 

	PE-7 
	Visitor Control 
	PE-7 
	PE-7 (1) 
	PE-7 (1) 

	PE-8 
	Access Records 
	PE-8 
	PE-8 
	PE-8 (1) (2) 

	PE-9 
	Power Equipment and Power Cabling 
	Not Selected 
	PE-9 
	PE-9 

	PE-10 
	Emergency Shutoff 
	Not Selected 
	PE-10 
	PE-10 (1) 

	PE-11 
	Emergency Power 
	Not Selected 
	PE-11 
	PE-11 (1) 

	PE-12 
	Emergency Lighting 
	PE-12 
	PE-12 
	PE-12 

	PE-13 
	Fire Protection 
	PE-13 
	PE-13 (1) (2) (3) 
	PE-13 (1) (2) (3) 

	PE-14 
	Temperature and Humidity Controls 
	PE-14 
	PE-14 
	PE-14 

	PE-15 
	Water Damage Protection 
	PE-15 
	PE-15 
	PE-15 (1) 

	PE-16 
	Delivery and Removal 
	PE-16 
	PE-16 
	PE-16 

	PE-17 
	Alternate Work Site 
	Not Selected 
	PE-17 
	PE-17 

	PE-18 
	Location of Information System Components 
	Not Selected 
	PE-18 
	PE-18 (1) 

	PE-19 
	Information Leakage 
	Not Selected 
	Not Selected 
	Not Selected 

	Planning 

	PL-1 
	Security Planning Policy and Procedures 
	PL-1 
	PL-1 
	PL-1 

	PL-2 
	System Security Plan 
	PL-2 
	PL-2 
	PL-2 

	PL-3 
	System Security Plan Update 
	PL-3 
	PL-3 
	PL-3 

	PL-4 
	Rules of Behavior 
	PL-4 
	PL-4 
	PL-4 

	PL-5 
	Privacy Impact Assessment 
	PL-5 
	PL-5 
	PL-5 

	PL-6 
	Security-Related Activity Planning 
	Not Selected 
	PL-6 
	PL-6 

	Personnel Security 

	PS-1 
	Personnel Security Policy and Procedures 
	PS-1 
	PS-1 
	PS-1 

	PS-2 
	Position Categorization 
	PS-2 
	PS-2 
	PS-2 

	PS-3 
	Personnel Screening 
	PS-3 
	PS-3 
	PS-3 

	PS-4 
	Personnel Termination 
	PS-4 
	PS-4 
	PS-4 

	PS-5 
	Personnel Transfer 
	PS-5 
	PS-5 
	PS-5 

	PS-6 
	Access Agreements 
	PS-6 
	PS-6 
	PS-6 

	PS-7 
	Third-Party Personnel Security 
	PS-7 
	PS-7 
	PS-7 

	PS-8 
	Personnel Sanctions 
	PS-8 
	PS-8 
	PS-8 

	Risk Assessment 

	RA-1 
	Risk Assessment Policy and Procedures 
	RA-1 
	RA-1 
	RA-1 

	RA-2 
	Security Categorization 
	RA-2 
	RA-2 
	RA-2 

	RA-3 
	Risk Assessment 
	RA-3 
	RA-3 
	RA-3 

	RA-4 
	Risk Assessment Update 
	RA-4 
	RA-4 
	RA-4 

	RA-5 
	Vulnerability Scanning 
	Not Selected 
	RA-5 
	RA-5 (1) (2) 

	System and Services Acquisition 

	SA-1 
	System and Services Acquisition Policy and 

Procedures 
	SA-1 
	SA-1 
	SA-1 

	SA-2 
	Allocation of Resources 
	SA-2 
	SA-2 
	SA-2 

	SA-3 
	Lifecycle Support 
	SA-3 
	SA-3 
	SA-3 

	SA-4 
	Acquisitions 
	SA-4 
	SA-4 (1) 
	SA-4 (1) 

	SA-5 
	Information System Documentation 
	SA-5 
	SA-5 (1) 
	SA-5 (1) (2) 

	SA-6 
	Software Usage Restrictions 
	SA-6 
	SA-6 
	SA-6 

	SA-7 
	User Installed Software 
	SA-7 
	SA-7 
	SA-7 

	SA-8 
	Security Engineering Principles 
	Not Selected 
	SA-8 
	SA-8 

	SA-9 
	External Information System Services 
	SA-9 
	SA-9 
	SA-9 

	SA-10 
	Developer Configuration Management 
	Not Selected 
	Not Selected 
	SA-10 

	SA-11 
	Developer Security Testing 
	Not Selected 
	SA-11 
	SA-11 

	System and Communications Protection 

	SC-1 
	System and Communications Protection Policy 

and Procedures 
	SC-1 
	SC-1 
	SC-1 

	SC-2 
	Application Partitioning 
	Not Selected 
	SC-2 
	SC-2 

	SC-3 
	Security Function Isolation 
	Not Selected 
	Not Selected 
	SC-3 

	SC-4 
	Information Remnance 
	Not Selected 
	SC-4 
	SC-4 

	SC-5 
	Denial of Service Protection 
	SC-5 
	SC-5 
	SC-5 

	SC-6 
	Resource Priority 
	Not Selected 
	Not Selected 
	Not Selected 

	SC-7 
	Boundary Protection 
	SC-7 
	SC-7 (1) (2) (3) (4) (5) 
	SC-7 (1) (2) (3) (4) (5) (6) 

	SC-8 
	Transmission Integrity 
	Not Selected 
	SC-8 
	SC-8 (1) 

	SC-9 
	Transmission Confidentiality 
	Not Selected 
	SC-9 
	SC-9 (1) 

	SC-10 
	Network Disconnect 
	Not Selected 
	SC-10 
	SC-10 

	SC-11 
	Trusted Path 
	Not Selected 
	Not Selected 
	Not Selected 

	SC-12 
	Cryptographic Key Establishment and Management 
	Not Selected 
	SC-12 
	SC-12 

	SC-13 
	Use of Cryptography 
	SC-13 
	SC-13 
	SC-13 

	SC-14 
	Public Access Protections 
	SC-14 
	SC-14 
	SC-14 

	SC-15 
	Collaborative Computing 
	Not Selected 
	SC-15 
	SC-15 

	SC-16 
	Transmission of Security Parameters 
	Not Selected 
	Not Selected 
	Not Selected 

	SC-17 
	Public Key Infrastructure Certificates 
	Not Selected 
	SC-17 
	SC-17 

	SC-18 
	Mobile Code 
	Not Selected 
	SC-18 
	SC-18 

	SC-19 
	Voice Over Internet Protocol 
	Not Selected 
	SC-19 
	SC-19 

	SC-20 
	Secure Name /Address Resolution Service 

(Authoritative Source) 
	Not Selected 
	SC-20 
	SC-20 

	SC-21 
	Secure Name /Address Resolution Service (Recursive or Caching Resolver) 
	Not Selected 
	Not Selected 
	SC-21 

	SC-22 
	Architecture and Provisioning for Name/Address Resolution Service 
	Not Selected 
	SC-22 
	SC-22 

	SC-23 
	Session Authenticity 
	Not Selected 
	SC-23 
	SC-23 

	System and Information Integrity 

	SI-1 
	System and Information Integrity Policy and Procedures 
	SI-1 
	SI-1 
	SI-1 

	SI-2 
	Flaw Remediation 
	SI-2 
	SI-2 (2) 
	SI-2 (1) (2) 

	SI-3 
	Malicious Code Protection 
	SI-3 
	SI-3 (1) (2) 
	SI-3 (1) (2) 

	SI-4 
	Information System Monitoring Tools and Techniques 
	Not Selected 
	SI-4 (4) 
	SI-4 (2) (4) (5) 

	SI-5 
	Security Alerts and Advisories 
	SI-5 
	SI-5 
	SI-5 (1) 

	SI-6 
	Security Functionality Verification 
	Not Selected 
	Not Selected 
	SI-6 

	SI-7 
	Software and Information Integrity 
	Not Selected 
	Not Selected 
	SI-7 (1) (2) 

	SI-8 
	Spam Protection 
	Not Selected 
	SI-8 
	SI-8 (1) 

	SI-9 
	Information Input Restrictions 
	Not Selected 
	SI-9 
	SI-9 

	SI-10 
	Information Accuracy, Completeness, Validity, and Authenticity 
	Not Selected 
	SI-10 
	SI-10 

	SI-11 
	Error Handling 
	Not Selected 
	SI-11 
	SI-11 

	SI-12 
	Information Output Handling and Retention 
	Not Selected 
	SI-12 
	SI-12 


Appendix E - Applicable Laws and Policies

The following laws and policies govern security and privacy in the State of California and are applicable as identified in the charts below.

Three types of information in the charts below are identified as:

· PII – Personally Identifiable Information

· PHI – Personal Health Information

· CII - Critical Infrastructure Information

California Laws 

	Code Section
	General Description
	Type of Information Covered
	Applies to who

	California Constitution, Article 1, Section
	States that all Californians enjoy the right to privacy, etc.


	PII
	State and Local

	56.10a of Civil Code
	California’s Confidentiality of Medical Information Act (CMIA) prohibits a heath care provider, health care service plan or contractor from disclosing medical information regarding patient, enrollee or subscriber of health care service plan without first obtaining authorization, except as specified.  


	PHI
	State and Local

	1798 et seq. of Civil Code Section 
	California Information Practices Act, which includes the right to privacy and specific protections government entities must take to protect privacy.


	PII, PHI
	State, except as specified

	1798.24 of Civil Code
	Among other types of permissible disclosures, this section authorizes a state agency to disclose personal information for certain research purposes to the University of California or a nonprofit educational institution, upon approval of the Committee for the Protection of Human Subjects


	PII
	State, except as specified

	1798.85-1798.86; 1785.11.1; and 1785.11.6 of Civil Code
	Restricts businesses and state and local agencies from publicly posting or displaying Social Security numbers, embedding Social Security number (SSN) on a card or document using a bar code, chip, magnetic strip or other technology.


	PII
	State, except as specified; and Local

	1798.88-1798.89 of Civil Code; 

9526.5 of Commercial Code; and

66018.55 of Education Code


	Require certain state and local government agencies to truncate SSN in documents released to the public – to display no more than the last four digits:

· Franchise Tax Board must truncate SSN when releasing public documents;

· Secretary of State must create versions of Uniform Commercial Code filings that contain only truncated SSN;

· County recorders must create versions of documents that contain only truncated SSN; and,

· Creates a task force to review the use of SSN at California colleges and universities.


	PII
	State, Local, Higher Education

	49075 and 49076 of Education Code
	State law generally restricts access to student records without written parental consent or a court order, except as specified.


	PII
	State and Local

	2024.5 of Family Code
	Establishes a procedure for keeping SSN confidential in court filings for legal separation, dissolution or nullification of marriage.


	PII
	State and Local

	6250 et seq. of Government Code


	California Public Records Act
	PII
	State and local

	6254, and 6267 of Government Code
	Exempts registration and circulation records of libraries supported by public funds from the Public Records Act.


	PII, PHI
	State and Local

	6254.21 of Government Code
	Prohibits posting or displaying on the internet the home address or telephone number of any elected or appointed official if the official has made a written demand not to disclose his or her information.


	PII
	State and Local

	6276.28 of Government Code
	Exempts registration and circulation records of libraries supported by public funds from the Public Records Act.


	PHI
	State, Local and Education

	11015.5 of Government Code
	Requires specific notice provisions when collecting personal information electronically and requires prior written consent for disclosure.  
	PII
	State and Higher Education

	11019.9 of Government Code
	Requires state agencies to enact and maintain a privacy policy and designate an employee to be responsible for the policy.


	PII
	State

	12528 of Government Code
	Confidentiality of complaints to the Medi-Cal Fraud Bureau


	PHI
	State

	27300 et seq. of Government Code
	Requires the truncation of SSNs maintained in the archives of Official Public Records, instruments, paper and electronic format.  Infrastructure is possibly county recordings of building, etc.


	PII, CII
	Local (county)

	2194, 8105, 8202, 8204, 2166.7 and 8023 of Elections Code; and 

6254 of Government Code
	Authorizes local election official to make the voter registration information of specified public safety officials confidential, upon application.


	PII
	Local

	102230, 102231 and 

102232 of Health and Safety Code
	Exempts specified compilations of birth and death records from disclosure under the California Public Records Act.


	PII
	State and Local

	791 et seq. of Insurance Code
	Insurance Information and Privacy Protection Act governs the collection, use and disclosure of information gathered in connection with insurance transactions.


	PII
	State and Local

	10149.1 of Insurance Code
	Genetic test results used to determine insurability are confidential and civil penalties may be assessed if the results are disclosed in a manner that identifies an individual.


	PHI, PII
	State and Local

	964 of Penal Code
	Requires the district attorney and the courts in each county to establish a procedure to protect confidential personal information regarding witness or victim contained in a police report, etc.


	PII
	Local (county)

	293 of Penal Code and

6254 of Government Code
	Prohibit disclosure of the names and addresses of victims of specific sex-related crimes in documents provided in response to a Public Records Act request.  NOTE:  The PRA has many exemptions from disclosure.  This is just one of them.


	PII
	State and Local

	11100-11112 of Penal Code 
	Any information obtained from the state summary criminal history is confidential and the receiving public utility or cable corporation shall not disclose its contents, other than for the purpose for which it was acquired.


	PII
	State and Local

	5328 of Welfare and Institutions Code
	Provides for the confidentiality of the records of people who are voluntarily detained for psychiatric evaluation or treatment.


	PHI
	State and Local

	9401 of Welfare and Institutions Code
	Confidentiality of older adults receiving county services, providing information between county agencies.


	PII, PHI
	Local (county)

	14100.2 of Welfare and Institutions Code
	Information received by state agencies from the Social Security Administration shall remain confidential.


	PII
	State and Local

	10850 of Welfare and Institutions Code 


	Authorizes a state agency to disclose personal information for certain research purposes to the University of California or a nonprofit educational institution, upon approval of the Committee for the Protection of Human Subjects.


	PII
	State and Local

	1808-1821 of Vehicle Code
	Limits disclosures of personal information in records maintained by the Department of Motor Vehicles (DMV).


	PII
	State


Federal Laws 

	Law
	General Description
	Type of Information Covered
	Applies to who

	Federal Information Security Management Act of 2002 - FISMA - Title 44, Chapter 35


	Provide a comprehensive framework for ensuring the effectiveness of information security controls over information resources that support Federal operations and assets.


	PII, PHI, CII
	Federal

	National Institute of Standards and Technology Act  - Title 15, Chapter 7
	Standards that provide minimum information security requirements for use by federal entities.


	PII, PHI, CII
	Federal

	Family Educational Rights and Privacy Act Regulations - FERPA - Title 20 Part 1232g


	Protects the privacy of student records and applies to all schools or educational entities that receive federal funds.
	PII
	Federal, State, Local, Education

	Health Insurance Portability and Accountability Act - HIPAA - Title 45 Parts 160 and 164
	Standardizes electronic data interchange of health information and protects the confidentiality and security of health information by setting and enforcing standards.


	PHI
	Federal, State, Local

	Freedom of Information Act - Title 5 part 552
	Allows for the full or partial disclosure of records controlled by the US Government.


	PII, CII
	Federal

	Privacy Act  - Title 5 Part 552a
	Requires federal government agencies to use fair information practices for records containing personal information of most individuals.


	PII
	Federal

	Driver's Privacy Protection Act - Title 18 Part 2721
	Puts limits on disclosures of personal information in records maintained by departments of motor vehicles.


	PII
	Federal, State, Local

	Computer Matching and Privacy Protection Act - Title 5 Part 522a (a)(8)-(13), (3) (12), (o)-( r) & (u)
	Amends the Privacy Act to set requirements that federal agencies must follow when matching information on individuals with information held by other federal, state or local agencies.


	PII
	Federal

	HR 948 - current bill
	To strengthen the authority of the Federal Government to protect individuals from certain acts and practices in the sale and purchase of Social Security numbers and Social Security account numbers and for other purposes.


	PII
	Federal, State, Local

	Social Security Act - Title 42 Part 1306
	Prohibits the disclosure of information filed with the Internal Revenue Service.


	PII
	Federal, State, Local

	Employees Benefits - Social Security Administration -Title 20 Part 401
	Identifies the requirements for privacy and disclosure of official records and information.


	PII
	Federal, State, Local

	Real ID Act  - 6 CFR Part 37
	Imposes certain security, authentication and issuance procedures standards for the state driver's licenses and state ID cards, in order for them to be accepted by the federal government for "official" purposes.


	PII
	Federal, State

	Critical Infrastructure Act - Title 6 Part 29
	Regulates the use and disclosure of information submitted to the Department of Homeland Security (DHS) about vulnerabilities and threats to critical infrastructure.


	CII
	Federal, State, Local


State Administrative Manual (SAM) Policies 

	SAM Section/Chapter

	General Description

	Chapter 1600 – 1695
	Entire chapter outlines records management requirements.



	Chapter 4800 – 5180
	Entire chapter outlines the fundamental principles, policies and procedures to govern the use of information technology.



	Section 5100 – EDP Standards - Policy
	Requires state agencies to use the ANSI and FIPS standards in their information management planning and operations to facilitate interagency sharing exchange of equipment, data, software and personnel.  


	Chapter 5300 – 5399
	Entire chapter specially outlines the security and privacy requirements for state government.



	Section 5305 – Risk Management
	Requires that state agencies identify and assess risk through risk analysis and ensure that users, contractors and third parties having access to state computerized information resources are informed of and abide by its policies and are informed of applicable state statutes related to computerized information resources.


	Section 5310 – Policy Management

(Specifically item#4) 
	Requires establishment of internal policies and procedures for preserving the integrity and security of each automated, paper file or data base.  

Item four (4) addresses the minimum requirements for agreements when sharing information with state and non-state entities.


	Section 5320.2 – Responsibility of Owners of Information


	Requires that data owners control access to and preserve the security and integrity of files and data bases that are classified as requiring such precautions.  

	Section 5325 – Human Resources Security
	Requires agencies provide security roles and responsibilities to employees, contractors, and third party users.  This will ensure the users are informed of their roles and responsibilities for using agency information assets, to reduce the risk of inappropriate use and a documented process to remove access when changes occur.  


	Chapter 20000 – Auditing of State Agencies
	Requires agencies to adhere to auditing requirements and Internal control reviews to help management fulfill their responsibilities under the Financial Integrity and State Manager's Accountability Act (FISMA).



Resources
National Institute of Standards and Technology (NIST) Guide to Information Technology Security Services (SP 800-35) - http://csrc.nist.gov/publications/nistpubs/800-35/NIST-SP800-35.pdf 
NIST Guide to Selecting Information Technology Security Products (SP 800-36) - http://csrc.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf 
NIST  Security Guide for Interconnecting Information Technology Systems (SP 800-47) - http://csrc.nist.gov/publications/nistpubs/800-47/sp800-47.pdf.  
NIST Revision 2 - Recommended Security Controls for Federal Information Systems (SP 800-53) - http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf
NIST Guide for Assessing the Security Controls in Federal Information Systems (SP 800-53A) - http://csrc.nist.gov/publications/nistpubs/800-53A/SP800-53A-final-sz.pdf.  

NIST Performance Measurement Guide for Information Security (SP 800-55) - http://csrc.nist.gov/publications/nistpubs/800-55-Rev1/SP800-55-rev1.pdf 
NIST Guide for Mapping Types of Information and Information Systems to Security Categories (SP 800-60) - http://csrc.nist.gov/publications/nistpubs/800-60-rev1/SP800-60_Vol1-Rev1.pdf 
NIST Security Considerations in the Information System Development Lifecycle (SP 800-64) - http://csrc.nist.gov/publications/nistpubs/800-64-Rev2/SP800-64-Revision2.pdf 
NIST Technical Guide to Information Security Testing and Assessment (SP800-115) - 

http://csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf 

Federal Information Processing Standard (FIPS) Publication 199 - Standards for Security of Categorization of Federal Information and Information Systems - http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf 
United States Department of Veterans Affairs -VA e-Authentication - http://www.va.gov/eauth/ 
Internal Revenue Service (IRS) Publication 1075, Tax Information Security Guidelines for Federal, State and Local Agencies and Entities - http://www.irs.gov/pub/irs-pdf/p1075.pdf 
U.S.  Government Office of Management and Budget Memorandum for Heads of Executive Departments and Agencies, M-01-05, dated December 20, 2000 - http://www.whitehouse.gov/omb/memoranda/m01-05.html 
NIST ITL Bulletin on Security Interconnections for Information Technology Systems, dated February 2003 - http://csrc.nist.gov/publications/nistbul/feb-03.pdf 
Office of the Information and Privacy Commissioner for British Columbia, Guidelines for Data Services Contracts – OIPC Guideline 01-02, dated May 8, 2003 - http://www.oipc.bc.ca/advice/Guidelines-Data_services.pdf 
Alberta Canada’s Freedom of Information and Protection of Privacy, Guideline for Developing Personal Information Sharing Agreements, revised October 2003 - http://foip.alberta.ca/resources/topics.cfm and http://foip.alberta.ca/resources/publications/pdf/PerInfoSharingAgreements.pdf 
California Department of Health Care Services – Business Associate Agreements - http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/BusinessAssociate.aspx 

California Office of HIPAA Implementation and Integrity – HIPAA Tools - http://www.ohi.ca.gov/calohi/HIPAA/HIPAAInformationResources/Tools/tabid/79/Default.aspx 
University of California Santa Cruz – SLA Template - http://its.ucsc.edu/about_us/smt/06_07/sla_template_final.pdf
Department of Finance, Office of State Audits and Evaluations - http://www.dof.ca.gov/osae/  

Office of Information Security and Privacy Protection - www.infosecurity.ca.gov  
Definitions

	Agency
	When used in lower case (agency), refers to any office, department, board, bureau, commission or other organizational entity within state government.  When capitalized (Agency), the term refers to one of the state’s super agencies such as the State and Consumer Services Agency or the Health and Human Services Agency.  See SAM Section 4819.2.



	American National Standards Institute (ANSI)
	A private non-profit organization that oversees the development of voluntary consensus standards for products, services, processes, systems and personnel in the United States.  The organization also coordinates U.S standards with international standards so that American products can be used worldwide.


	Confidential Information
	Information maintained by state agencies that is exempt from disclosure under the provisions of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws.  See SAM Section 5320.5 and OISPP Definitions. 


	Confidentiality
	Preserving authorized restrictions on access and disclosure, including means for protecting personal privacy and proprietary information as defined in US Code Title 44, Chapter 35 Sec. 3532 (b)  See SAM Section 3532. 


	Critical Application
	An application that is so important to the state that the loss or unavailability of the application is unacceptable.  With a critical application, even short-term unavailability of the information provided by the application would have a significant negative impact on the health and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on the continuation of essential agency programs.  See SAM Section 4819.2. 


	Critical Infrastructure Information, or CII
	Information not customarily in the public domain and related to the security of critical infrastructure or protected systems, including documents, records or other information concerning:  6 UCR 29.2 (Critical Infrastructure Act of 2002).


	Custodian of Information
	An employee or business unit (such as data center or information processing facility) acting as a caretaker of an electronic file or data base.  SAM Section 5320.3.



	Data
	A representation of facts, concepts, or instructions in a formalized manner suitable for communication, interpretation or processing by humans or by automated means.  See SAM Section 4819.2.



	Data / Information Storage
	The retaining of data/information on any of a variety of mediums (i.e., magnetic disk, optical disk, or magnetic tape) from which the data can be retrieved.  See SAM Section 4819.2.



	Data Exchange
	The process of an organization providing, swapping or substituting data as required in a specific agreement (or schema) to another organization who transforms it into an accurate representation of the source data.  



	Data Exchange Agreement


	Synonymous with Memorandum of Agreement/Understanding.

	Data Ownership (Owner of Information)
	A business unit having responsibility for making classification and control decisions regarding an electronic file or data base.  See SAM Section 5320.2.



	Data Processing /Information Processing
	The systematic performance of operations upon data, e.g., handling, merging, sorting, computing.  Synonymous with information processing.  SAM Section 4819.2.



	Data Processing System
	A system, including computer systems and associated personnel, that performs input, processing, storage, output and control functions to accomplish a sequence of operations on data.  See SAM Section 4819.2.



	Data Transmission
	The conveying of data from one functional unit to one or more additional functional units through the transmission of signals by wire, radio, light beam or any other electromagnetic means.  (Voice or video transmissions are not considered data transmission for the purposes of state policy.)  See SAM Section 4819.2.



	Data Use Agreement
	A document that outlines the specific details as to how and when an entity may use the data being provided to them by another entity.  See SAM Section 5320.5.



	Department of Homeland Security (DHS)
	Its overriding and urgent mission is to lead the unified national effort to secure the country and preserve our freedoms.  While the Department was created to secure our country against those who seek to disrupt the American way of life, their charter also includes preparation for and response to all hazards and disasters.



	Disclosure 
	The release, transfer, provision of access to, or the divulging in any other manner of information outside of the entity holding the information.  45 C.F.R. § 160.103

	Encryption
	The process of converting data into a form, called a ciphertext, which cannot be easily understood by unauthorized individuals.  See SAM Section 5345.2.



	External Entities (Non-State Entity) 
	A business, organization, or individual that is not a state entity, but requires access to state information assets in conducting business with the stated.  (This definition includes, but is not limited to, researchers, vendors, consultants and their employees and entities associated with federal and local government and other states.)  See OISPP Definitions.

	Fair Credit Reporting Act  (FCRA)
	A Federal statute which was enacted to protect individuals from inaccurate or arbitrary information being documented in consumer reports.


	Federal Agency 
	All executive agencies including Executive departments, a Government corporation, and an independent establishment as defined in 5 U.S.C. 105.  


	Family Educational Rights and Privacy Act (FERPA) 
	A United States federal law codified at 20 U.S.C. § 1232g, with implementing regulations in title 34, part 99 of the Code of Federal Regulations.  The regulations cover violations such as parent volunteers grading another child's work, school employees divulging information to someone other than the child's parents about a child's homelife, grades or behaviors and school work posted on a bulletin board with a grade.  This privacy policy also governs how state agencies transmit testing data to federal agencies.



	Federal Information Processing Standards (FIPS)


	A Federal Information Processing Standard, publicly announced standards developed by the U.S. Federal government.

	Federal Information Security Management Act of 2002 (FISMA)
	A United States federal law enacted in 2002 as Title III of the E-Government Act of 2002 (Pub. L. 107-347, 116 Stat. 2899). The act was meant to bolster computer and network security within the federal government and affiliated parties (such as government contractors) by mandating yearly audits.  See 44 U.S.C. § 3541.


	Heath Information Privacy Protection Act (HIPPA) 
	Enacted by the U.S. Congress in 1996.  According to the Centers for Medicare and Medicaid Services (CMS) website, Title I of HIPAA protects health insurance coverage for workers and their families when they change or lose their jobs.  Title II of HIPAA, known as the Administrative Simplification (AS) provisions, requires the establishment of national standards for electronic health care transactions and national identifiers for providers, health insurance plans and employers.


	Information Assets 
	All categories of information, including (but not limited to) records, files, and databases; and information technology facilities, equipment (including personal computer systems) and software owned or leased by state agencies.  See OISPP Definitions.


	Information Integrity
	The condition in which information or programs are preserved for their intended purpose, including the accuracy and completeness of information systems and the data maintained with those systems.  See OISPP Definitions.



	Information Security 
	The protection of information from a wide range of threats in order to ensure business continuity, minimizes business risk, and maximizes return on investments and business opportunities.  Information exists in many forms: printed or written on paper, stored electronically, transmitted by post or electronic means, on films and spoken.  See OISPP Definitions.




Any equipment or interconnected system or subsystem of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information, and includes--

(1) computers and computer networks;

(2) ancillary equipment

(3) software, firmware and related procedures;

(4) services, including support services; and

(5) related resources. - 

	US Code Title 44, Chapter 35 Sec. 3532 (4).


	

	Information Integrity 
	Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity.  US Code Title 44, Chapter 35 Sec. 3532 (a), also see OISPP Definitions.



	Interagency Agreement 
	A tool that can assist collaboration between two state agencies.  Interagency agreements, also known as memorandums of understanding (or MOUs) or Memorandums of Agreement (MOA), are required under the Workforce Investment Act and the Rehabilitation Act.  Interagency agreements can be highly formalized written documents signed by senior administrators of participating agencies.  Agreements can also be developed at an operational or local level and be much less formal in nature.  Good interagency agreements promote actions that directly or indirectly improve personal outcomes for those receiving services and promote systems change.  See SAM Section 4841.3.


	Internet Protocol (IPv4) Address
	A 32-bit number that identifies the sender or receiver of data packets sent across the Internet.  An IP address has two parts: the identifier of a particular network on the Internet and an identifier of the particular device (which can be a server or a workstation) within that network.  Gathered from a variety of local government sources.



	Information Practices Act (IPA)  
	California Information Practices Act (IPA) of 1977, Civil Code Sections 1798, et seq. established that the right to privacy is a personal and fundamental right protected by Section 1 of Article I of the Constitution of California and by the United States Constitution and that all individuals have a right of privacy in information pertaining to them.  


	IT resource
	The phrases "IT system" and "IT resource" include all computer, telephone, and radio hardware (including peripherals), software applications and data (including electronic and voice mail), networks and network connections (including to the Internet), documentation and other capabilities intended for the purpose of processing, transferring, or storing data in support of County goals.  Gathered from a variety of local government sources.



	Legacy System
	An old or outdated computer system that remains in use even after more modern technology has been installed, usually because a company has invested considerable resources and it holds valuable data.  Gathered from a variety of local government sources.



	Local Agency
	Includes a county; city, whether general law or chartered; city and county; school district; municipal corporation; district; political subdivision; or any board, commission or agency thereof; other local public agency; or entities that are legislative bodies of a local agency pursuant to subdivisions (c) and (d) of CGC Section 54952.   California Public Records Act Gov Code 6252.  


	Local Government 
	A county, municipality, city, town, township, local public authority, school district, special district, intrastate district, council of governments (regardless of whether the council of governments is incorporated as a nonprofit corporation under state law), regional or interstate government entity, or agency or instrumentality of a local government; or

An Indian tribe or authorized tribal agency, or in Alaska a Native village or Alaska Regional Native Corporation.  6 UCR 29.2 (Critical Infrastructure Act of 2002).


	Malicious Software/Code
	A type of software that includes ways of attacking data integrity, the system itself or the confidentiality of the data.  Malicious software includes viruses, virus variants, worms (and superworms) hoaxes and Trojan horses.  


	Matching Program
	Any computerized comparison of two or more automated systems of records or a system of records with non-Federal records for the purpose of establishing or verifying the eligibility of, or continuing compliance with statutory and regulatory requirements. 

The term “recipient agency” means any agency, or contractor thereof, receiving records contained in a system of records from a source agency for use in a matching program.  TITLE 5, PART I,  CHAPTER 5,  SUBCHAPTER II, § 552a.



	Media
	Objects on which data can be stored, including but not limited to paper, disks, CD/DVDs and tapes.  Also includes the form and technology to communicate information, such as verbal, sound, pictures and videos. 

	Memorandum of Agreement (MOA) 
	An official document that defines the responsibilities and business requirements of the affected agencies in establishing, operating, and securing the interconnection and associated systems, databases, and information that is to be shared, exchanged or used.
  

	National Institute of Standards and Technology (NIST)
	A measurement standards laboratory which is a non-regulatory agency of the United States Department of Commerce. The institute's mission is to promote U.S. innovation and industrial competitiveness by advancing measurement science, standards and technology in ways that enhance economic security and improve quality of life.


	Payment Card Industry Data Security Standard (PCI DSS)
	A list of standards developed by the credit card industry to ensure that appropriate levels of security are in place in processing credit card payments.  Failure to adhere to the PCI DSS may result in the discontinuation of a merchant’s (entity’s) ability to process credit cards.  PCI DSS was established to enforce compliance within organizations that process card payments to prevent credit card fraud, hacking and various other security vulnerabilities and threats.


	Personally Identifiable Information (PII)
	Information which can be used to distinguish or trace an individual's identity, such as their name; driver's license or identification card number; social security number; biometric record, including a digital photograph or signature; alone, or when combined with other personal or identifying information, which is linked or linkable to a specific individual, such as a date and place of birth or address, whether it is stored in a database, on a driver's license or identification card, or in the machine readable technology on a license or identification card.  REAL ID ACT – 6UCR 37, also See SAM Section 5320.5.



	Physical Security 
	The measures designed to safeguard personnel; to prevent unauthorized access to equipment, installations, material and documents; and to safeguard them against unauthorized access, damage, and theft.  See OISPP Definitions.



	Primary Agreement between Public Entities
	See Memorandum of Agreement.

	Privacy 
	The right of individuals and organizations to control the collection, storage and dissemination of information about themselves.  See OISPP definitions.



	Proprietary Software
	Computer programs which are the legal property of one party, the use of which is made available to a second or more parties, usually under contract or licensing agreement.  SAM Chapter 4819.2.

	Protected Health Information (PHI)
	Health information that a covered entity creates or receives that identifies an individual, and relates to: 
• The individual’s past, present or future physical or mental health or condition; 
• The provision of health care to the individual; or
• The past, present or future payment for the provision of health care to the individual.
Gathered from a variety of local government sources


	Public Agency
	Any state or local agency.  California Public Records Act, Government Code 6252.



	Public Information 
	Any information prepared, owned, used or retained by a state agency and not specifically exempted from the disclosure requirements of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws.  See OISPP Definitions.



	Public Records
	Any writing containing information relating to the conduct of the public's business prepared, owned, used or retained by any state or local agency regardless of physical form or characteristics.  "Public records" in the custody of, or maintained by, the Governor's office means any writing prepared on or after January 6, 1975.  California Public Records Act Gov Code 6252.



	State Administrative Manual (SAM) 
	A reference source for statewide policies, procedures, regulations and information published by the California Department of General Services.



	Security Incident
	Unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of information or unauthorized access to a network that compromises the network’s performance.  Gathered from a variety of local government sources.



	Sensitive Information 
	Information maintained by state agencies that requires special precautions to protect if from unauthorized modification, or deletion.  See Sam Section 5320.5.  Sensitive information may be either public or confidential.  See OISPP Definitions.



	Service Level Agreement (SLA)
	A document which defines the contractual relationship between two parties: typically the Information Technology (IT) service provider and the customer, or between service providers.  It records the common understanding about services, priorities, responsibilities, guarantee and collectively, the level of service and provides a clear, concise and measurable description of the services provided.



	Software
	Programs, procedures, rules and any associated documentation pertaining to the operation of a system.  (Contrast with hardware.)  See SAM Section 4841.3.


	Source Agency
	Any agency which discloses records contained in a system of records to be used in a matching program, or any state or local government, or agency thereof, which discloses records to be used in a matching program.  TITLE 5, PART I, CHAPTER 5, SUBCHAPTER II, § 552a.



	Spyware
	Spyware is any technology that aids in gathering information about a person or organization without their knowledge.  On the Internet (where it is sometimes called a spybot or tracking software), spyware is programming that is put in someone’s computer to secretly gather information about the user and relay it to advertisers or other interested parties.  Spyware can get in a computer as a software virus, as the result of installing a new program or can be unknowingly downloaded from the Internet.  Gathered from a variety of local government sources.



	State 
	Any state of the United States, the District of Columbia, the Commonwealth of Puerto Rico, the Virgin Islands, Guam, American Samoa, the Commonwealth of the Northern Mariana Islands and any possession of the United States.  6 UCR 29.2 (Critical Infrastructure Act of 2002).


	State Agency
	Every state office, officer, department, division, bureau, board, and commission or other state body or agency, except those agencies provided for in Article IV (except Section 20 thereof) or Article VI of the California Constitution.  California Public Records Act Gov Code 6252


	State FISMA
	Financial Integrity and State Manager's Accountability Act (FISMA) - Government Code 13400 through 13407, known as the Financial Integrity and State Manager's Accountability Act of 1983 (FISMA), was enacted to reduce the waste of resources and strengthen accounting and administrative control.  FISMA requires each state agency to maintain effective systems of internal accounting and administrative control, to evaluate the effectiveness of these controls on an ongoing basis, and to biennially review and prepare a report on the adequacy of the agency's systems of internal accounting and administrative control. 


	Statewide Information Management Manual (SIMM)
	Contains instructions and guidelines as well as samples, models, forms and communication documents that state agencies must use in complying with established state policy relating to IT and Information Security.  


	System Administrator
	A system administrator is an individual assigned to configure, maintain, or monitor the performance of one or more IT resource. The phrase also refers to network administrators, LAN administrators, logon administrators, security administrators, system supervisors or any other such job title where the individual can access and modify the technical configuration of the computer.  Gathered from a variety of local government sources.



	Telecommunications 
	Includes voice and data communications, the transmission or reception of signals, writing, sounds or intelligence of any nature by wire, radio, light beam or any other electromagnetic means.  See SAM Section 4841.3.


	User
	The term user refers to any employee (permanent or temporary), contractor, consultant, vendor, volunteer, student or other person who uses, maintains, manages or is otherwise given access privileges to IT systems.  Gathered from a variety of local government sources.



	User ID
	An identification code which identifies the user to IT systems.   Gathered from a variety of local government sources

	Writing
	Any handwriting, typewriting, printing, photostating, photographing, photocopying, transmitting by electronic mail or facsimile and every other means of recording upon any tangible thing any form of communication or representation, including letters, words, pictures, sounds, or symbols, or combinations thereof, and any record thereby created, regardless of the manner in which the record has been stored.   California Public Records Act  Gov Code 6252
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DOCUMENT THE SECURITY CONTROL SELECTION DECISIONS AT EACH STAGE





(Rationale that the agreed-upon set of security controls/use restrictions for the information system provides adequate protection of organizational operations, assets, and individuals.)








� Requirements for use of civil service and for contracting/purchasing are outside the scope of this document.  Primary references for the State include: Govt. Code § 19130; Pub. Contract Code §§ 10301 et seq., 10335 et seq., 12100 et seq.;  State Contracting Manual vols. I-III (non-IT services, purchasing authority, and information technology).





� If the agreement involves “services” or cost share, agencies may be required to submit a standard State contract (STD 213) and include certain mandated provisions.


� The Security Guide for Interconnecting Information Technology Systems is developed and published by the National Institute of Standards and Technology, United States Department of Commerce, Computer Security Division.  Much of the content of this Guide is taken directly from NIST.  


� Outsourcing to a vendor or contractor is subject to applicable laws, regulations and purchasing requirements, including but not limited to mandates for use of civil servants, requirements for competitive bidding and standard contract provisions required by law or other applicable government guidelines.  Department of General Services (DGS) provides the policies, procedures and methods to promote sound business decision practices in securing necessary goods and services for the state.  Interpretation and application of the policy and procedures to unique situations is the responsibility of the DGS.  


It is important to note that there are specific state contracting requirements and procurement rules that must be followed for procuring IT services through outsourcing.  Typically, the STD 65 purchase order or the STD 213 contract should include the contractual relationship between two parties: usually the IT service provider and the customer or between service providers.  Included within these contractual documents, the agency must identify all security requirements the vendor must adhere to.  Therefore, the SLA and minimum security and privacy controls identified could be included as addendums to the contract.  


Every contract entered into by a state agency must be justified under Government Code Section 19130(a) or (b) and must provide, in writing, documentation identifying all efforts made to use civil servants to provide services.  Refer to the DGS Procurement Division’s web site at � HYPERLINK "http://www.pd.dgs.ca.gov/default.htm" ��www.pd.dgs.ca.gov/default.htm�  and the State Contracting Manual at � HYPERLINK "http://www.pd.dgs.ca.gov/polproc/SCMVol3.htm" ��www.pd.dgs.ca.gov/polproc/SCMVol3.htm�.
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