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ATTACHMENT E-4
DATA ACCESS SECURITY REQUIREMENTS

<AGENCY NAME>
Memorandum of Understanding
With the <RECEIVING AGENCY NAME>

1.  Requester agrees to establish security procedures to protect the confidentiality of <AGENCY NAME> data and access to confidential or restricted information. Requester shall maintain a current list of authorized individuals who accesses the <AGENCY NAME> files.  This list shall be made available to <AGENCY NAME> upon request.

2.    Requester shall within two (2) business day notify <AGENCY NAME> regarding any indication of known, suspected and/or questionable misuse or unauthorized access or disclosure of confidential or restricted <AGENCY NAME> data/information by calling the <AGENCY NAME> Help Desk at (XXX) XXX-XXXX.

3. Requester, in accordance with California Civil Code §'1798.29, shall be responsible for notifying the owner or licensee of any breach of security of the system or of the data immediately following discovery, if personal information was, or is reasonably believed to have been acquired in an unauthorized manner.

4. Requester shall not sell, assign, distribute, or transfer any <AGENCY NAME> information except as specified within this MOU.

5. Requester shall ensure that an access control program, administered either by the Office of Technology Services or Requester, consisting of, at a minimum, unique individual User Identifier and user-selected passwords for each person be utilized on every system capable of accessing <AGENCY NAME> data. At a minimum, verification of manually keyed unique User Identifier and user-selected   passwords shall be required for initiation of access.

6. Requester shall ensure video terminals, printers, hard copy printouts, or any other forms of <AGENCY NAME> records are placed so that they may not be viewed by the public or other unauthorized persons. Any printed <AGENCY NAME> record shall be rendered unusable when its legitimate use has ended.

7. Requester shall ensure terminals will not be left unattended while in active logon access session to <AGENCY NAME> data unless secured by functioning locking device which prevents entry, viewing or receipt of information or secured in a locked room which is not accessible to unauthorized personnel.

8. [bookmark: _GoBack]Requester agrees to defend, indemnify, and hold harmless <AGENCY NAME> and its officers, agents, and employees from any and all claims, actions, damages, and losses which may be brought or alleged against <AGENCY NAME>, its officers, agents, or employees by reason of any negligent, improper, or unauthorized activity by Requester, or their officers, agents, employees and person working on behalf of Requester having direct or incidental access to <AGENCY NAME> data, arising from this MOU.
