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[bookmark: _Toc451272750]Awareness and Training (AT) 
This document emphasizes 2 of the 5 controls within Awareness and Training (AT).
[bookmark: _Toc451272751]AT-2	Security Awareness
Your organization ensures all staff regardless of job classification (including managers, senior executives and contractors/vendors) receive basic security awareness training and materials at or near the time of hire.  This basic security awareness training should be provided to staff every year or two thereafter of employment or when information system changes warrant it. 

Your organization determines the appropriate content of security awareness training based on its specific requirements and the information systems to which personnel have authorized access. Your organization’s security awareness program should be consistent with industry best practices.

Security awareness techniques can include, displaying posters, offering supplies inscribed with security reminders, generating email advisories/notices from senior officials, displaying logon screen messages, and conducting information security awareness events.

Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Security Awareness sub controls. Although Security Awareness AT-2 contains a total of 2 sub controls, Step 3 will only define 1 of them.
· AT-2 (2)	Security Awareness | Insider Threat

AT-2 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451272752]AT-3	Role-Based Security Training
Your organization identifies personnel with significant information system security roles and responsibilities, documents those roles and responsibilities, and provides appropriate security training at time of hire and annually thereafter or more frequently if significant changes in the IT environment warrant it.

Your organization:
· Determines the appropriate content of security training based on its specific requirements and the information systems to which personnel have authorized access.
· Ensures system managers, system administrators and other personnel having access to system-level software receive adequate technical training to perform their assigned duties.
Training includes webinars, seminars, vendor presentations and independent study.   Your organization’s security awareness training program should be consistent with industry best practices.

[bookmark: _GoBack]Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AT-3.


AT-3 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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